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Overview

In this chapter, the student will learn about the technologies and hardware used to build networks. The student will also learn how Windows supports and manages a network connection, including how computers are identified and addressed on a network. Finally, the student will learn how to connect a computer to a network and what to do when that connection gives problems. 

Chapter Objectives

After reading this chapter and completing the exercises, the student will learn:

· About hardware devices used for networking

· About the different types of networks

· About the protocols and standards Windows uses for networking

· How to connect a computer to a network

· About troubleshooting tools and tips for network connections

Teaching Tips

Networking Technologies

1. Introduce and define a computer network.

2. Explain how networks are categorized.

3. Describe the five categories of networks.

4. Define bandwidth in theoretical and practical terms.

5. Explain the difference between bandwidth and throughput.

6. Define and describe latency.

7. Use Figure 17-1 to illustrate how an Internet Service Providers (ISPs) provide connectivity to the Internet.

8. Explain why an ISP devotes more of the available bandwidth to downloading.

9. Using Table 17-1, explain network technologies, their speeds, and their uses.

10. Explain why two devices on a network must use the same protocols.

11. Introduce and briefly describe TCP/IP.

12. Mention the three common ways to connect a computer or LAN to the Internet.

Broadband Technologies

1. Introduce broadband technologies used to connect to the Internet.

2. Emphasize that cable and DSL are the two most popular ways to connect to the Internet.

3. Compare the characteristics of cable modem technology and DSL technology.

a. Use Figure 17-2 to illustrate DSL filters.

b. Use Figure 17-3 to illustrate the setup for a cable modem connection using a network cable between the cable modem and the PC.

c. Use Figure 17-4 to illustrate a DSL box.

4. Introduce and describe satellite broadband technology.

a. Use Figure 17-5 to illustrate communication by satellite.

b. Describe the disadvantage of using satellite for an Internet connection.

5. Introduce and describe fiber-optic broadband technology for Internet access.

Wireless Technologies

1. Introduce and describe wireless networks.

2. Describe two problems with wireless networks (e.g., speed and security).

3. Introduce and describe the 802.11 wireless technologies.

a. Describe the IEEE 802.11 standards.

b. Use Figure 17-6 to illustrate a wireless network adapter supporting 802.11g/b./n.

4. Discuss three ways to secure a wireless network.

a. Emphasize that WEP encryption is no longer considered secure.

5. Introduce and describe the 802.16 wireless technologies.

6. Introduce and describe cellular WAN wireless technology.

a. Use Figure 17-7 to illustrate how a cellular WAN is made up of many cells that provide coverage over a wide area.

b. Describe the three competing cellular WAN technologies.

c. Define and describe 3G (Third Generation) technology.

d. Using Figure 17-8, explain the difference between full-duplex transmission, and half-duplex transmission.

7. Introduce and describe Bluetooth wireless technology.

a. Use Figure 17-9 to illustrate a Bluetooth wireless headset accessory.

b. Use Figure 17-10 to illustrate how Bluetooth can be used for short transmissions between personal devices.

Dial-up Technology

1. Introduce and describe dial-up technology.

a. Point out that dial-up technology is referred to as POTS (Plain Old Telephone Service).

b. Note that dial-up networking works by using PPP (Point-to-Point Protocol).

c. Use Figure 17-11 to illustrate a PCI modem card.

d. Explain why modem standards have not changed in several years.

Internet Access When You Travel

1. Describe three options to access the Internet when you travel.

a. Use Figure 17-13 to illustrate a mobile satellite.

	Teaching 

Tip
	More information Ethernet may be found at: http://computer.howstuffworks.com/ethernet.htm 
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Tip
	More information on wireless technologies may be found at: http://www.microsoft.com/whdc/connect/wireless/default.mspx 




Quick Quiz 1

1. Bandwidth is the theoretical or potential speed of a network, whereas data ____________________ is the actual speed.

Answer: throughput

2. Delays in network transmissions are called ____________________.

Answer: latency

3. True or False: Broadband satellite is available on airplanes.

Answer: True

4. True or False: The most popular technology for wireless local networks is IEEE 802.11.

Answer: True

5. A major downside of wireless technology is ____________________.

A. speed

B. latency

C. security

D. availability

Answer: C

Hardware Used by Local Networks

1. Introduce the hardware devices that create and connect to networks.

Networking Adapters and Ports

1. Describe a network adapter.

a. Use Figure 17-14 to illustrate a network interface card (NIC).

b. Use Figure 17-15 to illustrate status indicator lights.

c. Define and describe a MAC (Media Access Control) address.

2. Using Figure 17-16, review Wi-Fi wireless connections using 802.11b/g/n standards.

Cables and Connectors

1. Use Table 17-2 to compare cable types and Ethernet versions.

2. Describe the three main types of cabling used by Ethernet.

a. Use Figure 17-17 to illustrate UTP cable using an RJ-45 connector.

b. Use Figure 17-18 to illustrate coaxial cable and a BNC connector.

c. Use Figure 17-19 to illustrate fiber-optic cables.

d. Use Figure 17-20 to illustrate the four types of fiber-optic connectors.

3. Describe the four types of Ethernet.

Hubs and Switches

1. Using Figure 17-21, describe a star topology.

2. Using Figure 17-22, describe a hub.

3. Using Figure 17-23, define a switch.

4. Use Figure 17-24 to illustrate an example of a network that uses three switches in sequence.

5. Define patch cable and cross over cable.

6. Explain the difference between the two cables.

7. Use Figure 17-25 to illustrate how patch cables and crossover cables may look the same; however, they are labeled differently.

Wireless Access Points

1. Using Figure 17-26 describe a wireless access point.

Routers

1. Define the term router.

2. Use Figure 17-27 to illustrate a router within a network.

3. List the four companies that make routers suitable for small networks.

4. Use Figure 17-28 and Figure 17-29 to illustrate a Wireless-N Gigabit router by Linksys.

5. Describe a DHCP (dynamic host configuration protocol) server.

6. Discuss the five functions a router can handle.

7. Use Figure 17-30 to illustrate a small office setting with a router and cable modem providing Internet access for a small network.

	Teaching 

Tip
	More information on routers may be found at: http://computer.howstuffworks.com/router.htm 

 


Quick Quiz 2

1. True or False: Every network adapter has a 48-bit (6-byte) number hard-coded on the card by its manufacturer, which is unique for that adapter.

Answer: True

2. Fiber-optic cable is the most popular cabling method for local networks.

Answer: False

3. ​​​​​​​​​​​​​​​​​​​​​____________________ cable has a single copper wire down the middle and a braided shield around it.

Answer: Coaxial

4. Fiber-optic cables transmit signals as pulses of light over shielded twisted pair (STP) cable strands inside protected tubing.

Answer: False

5. ____________________ Ethernet operates at 1000 Mbps.

Answer: Gigabit

6. A(n) ____________________ is a pass-through device used to connect nodes on a network.

Answer: hub

7. True or False: A patch cable is used to connect two like devices.

Answer: False

8. A(n) ____________________ is a device that manages traffic between two networks.

Answer: router

9. A DHCP (dynamic host configuration protocol) server gives ____________________ addresses to computers on the network when they attempt to initiate a connection to the network and request an IP address.

Answer: IP

10. ____________________ is a protocol that substitutes the IP address of the router for the IP address of other computers inside the network when they need to communicate on the Internet.

A. NAT (Network Address Translation)

B. DHCP (dynamic host configuration protocol)

C. TCP/IP (Transmission Control Protocol/Internet Protocol)

D. PPP (Point-to-Point Protocol)

Answer: A

Windows on a Network

1. Introduce and discuss client/server applications.

2. Use Figure 17-31 to illustrate a client/server environment.

3. Emphasize that communication between a client application and a server application happens at three levels: hardware, operating system and application.

4. Point out that this communication is dependent on one computer, addressing the other computer, in such a way that they find each other.

Layers of Network Communication

1. Use Figure 17-32 to illustrate the three levels of communication and the address used at each level.

2. Point out that computers need a way to address each other at each level.

3. Describe the hardware level.

4. Describe the operating system level.

a. Use Figure 17-33 to show how computers on the same LAN use MAC addresses to communicate, but computers on different LANs use IP addresses to communicate over the Internet.

5. Describe the application level.

a. Define and explain a port number.

b. Use Table 17-3 to illustrate common port assignments for well-known applications.

c. Use Figure 17-34 to show how each server running on a computer is addressed by a unique port number.

d. Use Figure 17-35 to illustrate how a message gets from a browser to a Web server using three levels of communication.

Understanding IP Addresses and How They Are Used

1. Introduce and describe an IP address.

2. Define an octet.

3. Describe the first part of an IP address.

4. Describe the last part of an IP address.

5. Explain how the IP address is used to route data over interconnected networks.

6. Identify the organization responsible for keeping track of assigned IP addresses and domain names.

7. Describe the three classes of IP addresses available to companies and individuals.

8. Use Table 17-4 to illustrate the scheme used to assign IP addresses to each of the three classes.

9. Use Figure 17-36 to illustrate how each class of IP address is divided into the network and host portions.

10. Describe Class D and Class E IP addresses.

a. Define multicasting.

11. Introduce and describe subnet masks.

a. Use Figure 17-37 to illustrate how a host can always determine if an IP address is on its network.

b. Use Table 17-5 to illustrate subnet masks that might be used for three IP addresses.

c. Define and explain a classful subnet mask.

d. Define and explain a classless subnet mask.

12. Review the different ways of assigning IP addresses.

a. Define and explain a public IP address.

b. Define and explain a private IP address.

c. Describe how a computer using a private IP address can still access the Internet.

d. Use Table 17-6 to illustrate reserved IP addresses.

e. Use Figure 17-38 to illustrate an error message that occurs when IP addresses are not unique.

f. Discuss dynamic IP addressing.

g. Use Figure 17-39 to illustrate the configuration of a DHCP server.

Character-Based Names Identify Computers and Networks

1. Review the possible ways character-based names may be used to substitute for IP addresses.

a. Define and explain a host name.

b. Define and explain a NetBIOS name.

c. Use Figure 17-40 to show how to view and change a computer name.

d. Define and explain a workgroup name.

e. Define and explain a domain name.

f. Define and explain a fully qualified domain name (FQDN).

2. Discuss the process of associating a character-based name with an IP address.

a. Define and explain DNS (Domain Name System, also called Domain Name Service).

b. Define and explain a DNS server.

c. Use Figure 17-41 to illustrate how a Web site can be accessed by its IP address and port number.

3. Discuss how Windows uses the Hosts file when trying to resolve a computer name to an IP address.

TCP/IP Protocol Layers

1. Remind students of the protocol definition.

2. Use Figure 17-42 to illustrate how software, protocols, and technology on a TCP/IP network relate to each other.

3. Review significant TCP/IP protocols used by applications: HTTP, HTTPS, FTP, SMTP, POP and IMAP, Telnet.

a. Use Figure 17-43 to illustrate the transfer of files using FTP.

b. Use Figure 17-44 to illustrate how the SMTP protocol is used to send e-mail to a recipient’s mail server, and the POP3 or IMAP4 protocol is used to download e-mail to the client.

4. Review significant TCP/IP protocols used by the OS: TCP and UDP.

a. Emphasize that TCP is a connection-oriented protocol.

b. Emphasize that UDP is a connectionless protocol or a best-effort protocol.

c. Using Figure 17-45, explain how TCP guarantees delivery by requesting an acknowledgment.

PING, IPCONFIG, and TELNET

1. Explain how the Ping (Packet InterNet Groper) command tests connectivity.

a. Use Table 17-7 to illustrate examples of the Ping command.

b. Use Figure 17-46 to illustrate the first two examples in the Table 17-7.

2. Explain how the Ipconfig command can display TCP/IP configuration information and refresh the IP address.

a. Use Table 17-8 to illustrate examples of the Ipconfig command.

b. Use Figure 17-47 to illustrate results of the Ipconfig /all command.

3. Explain how to use telnet to connect to a remote computer and control it through the command prompt window provided by Telnet.

a. Review tips about using Telnet.

b. Use Table 17-9 to illustrate sample Telnet commands.

Virtual Private Networks

1. Introduce and describe a virtual private network (VPN).

a. Use Figure 17-54 to illustrate how a VPN works by using encrypted data packets between a private network and a computer somewhere on the Internet.

2. Describe how security is attained in a VPN.

	Teaching 

Tip
	More information on IP addressing may be found at: http://www.3com.com/other/pdfs/infra/corpinfo/en_US/501302.pdf 




	Teaching 

Tip
	More information on Internet Protocol may be found at: http://compnetworking.about.com/od/workingwithipaddresses/l/blip.htm 
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Tip
	More information on TCP/IP may be found at: http://compnetworking.about.com/cs/basictcpip/g/bldef_tcpip.htm 




Quick Quiz 3

1. Applications in which there are two computers and two applications involved are called ____________________ applications.

Answer: client/server

2. A(n) ____________________ is a 32-bit string used to identify a computer on a network.

Answer: IP address

3. A(n) ____________________ uniquely identifies an application on the computer.

Answer: port number

4. True or False: An intranet is a private network that uses the TCP/IP protocols.

Answer: True

5. True or False: The first number of a Class C IP address is between 192 and 223.

Answer: True

6. Class ____________________ addresses are used for multicasting.

Answer: D

7. Subnet masks that contain all ones or all zeros in an octet are called ____________________ subnet masks.

Answer: classful

8. A(n) ____________________ is the name of a computer and can be used in place of its IP address.

A. host name

B. NetBIOS name

C. workgroup name

D. domain name

Answer: A

9. A VPN works by using ____________________ data packets between a private network and a computer somewhere on the Internet.

Answer: encrypted

10. A(n) ____________________ server can find an IP address for a computer when the fully qualified domain name is known.

A. DHCP

B. DNS

C. PPP

D. NetBIOS

Answer: B

How to Connect a Computer to a Network

1. Emphasize that connecting a computer to a network is quick and easy in most situations.

Connect To a Network Using an Ethernet Connection

1. Using Figure 17-55, review the steps to connect a computer to a network using an Ethernet connection.

2. Using Figures 17-56 and 17-57, review the troubleshooting steps to take if the connection does not work.

3. Review the information required if the network uses static IP addressing.

4. Review the steps to verify and change TCP/IP settings.

a. Use Figures 17-58 and 17-59 to illustrate the process.

Connect To a Network Using a Wireless Connection

1. Review the steps to connect a computer to a public wireless hotspot.

a. Use Figure 17-60 through Figure 17-68 to illustrate the process.

2. Review the steps to connect a computer to a private wireless network.

a. Use Figure 17-69 through Figure 17-75 to illustrate the process.

Class Discussion Topics

1. What is the problem with assigning a port number to more than one server application? 

2. What is the difference between a connection-oriented and a connectionless protocol?

3. What are the differences between 802.11 wireless networks and cellular WANs? 

4. Why does the number of possible IP addresses decrease as you step down from Class A to Class C IP?

Additional Projects

1. Perform additional research on Internet connections using cable modems and DSL. Describe the difference between upstream and downstream communication. What are the maximum upstream and downstream transfer rates for DSL and cable connections? Other than transfer rates, list three to five criteria to consider when deciding whether to implement DSL or cable. Provide a response in two to three paragraphs.

2. Perform additional research on encryption technologies. Describe the essential differences between symmetric-key algorithms and asymmetric-key algorithms. Provide an example for each. How does SSL relate to these two categories? Provide a response in two to three paragraphs. 

3. Perform research on Internet Protocol version 6 (IPv6). Determine the major problem that IPv6 was designed to solve. Specify the length of an IPv6 address and the total possible number of IPv6 addresses. Provide an example of an IPv6 address. Indicate which parts of the address refer to the network, and which parts refer to the host. Report your findings in two to three paragraphs.

Additional Resources

1. Cisco Internetworking Technology Handbook:

http://www.cisco.com/en/US/docs/internetworking/technology/handbook/ito_doc.html 

2. Cisco IP Addressing and Subnetting for New Users:

http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a00800a67f5.shtml 

3. Wi-Fi Alliance:

http://www.wi-fi.org 

4. Microsoft Windows Server and DHCP:

http://technet.microsoft.com/en-us/library/cc896553(WS.10).aspx 

5. TCP/IP:

http://en.wikipedia.org/wiki/TCP/IP 

Key Terms

· 100BaseT: An Ethernet standard that operates at 100 Mbps and uses STP cabling. Also called Fast Ethernet. Variations of 100BaseT are 100BaseTX and 100BaseFX.

· 10Base2: An Ethernet standard that operates at 10 Mbps and uses small coaxial cable up to 200 meters long. Also called ThinNet.

· 10Base5: An Ethernet standard that operates at 10 Mbps and uses thick coaxial cable up to 500 meters long. Also called ThickNet.

· 10BaseT: An Ethernet standard that operates at 10 Mbps and uses twisted-pair cabling rated CAT-3 or higher and an RJ-45 connector.

· 3G (Third Generation): The ability to use your cell phone to browse the Web, stream music and video, play online games, use instant messaging and video conferencing.

· 802.11b/g/n: IEEE specifications for wireless communication and data synchronization. Also known as Wi-Fi. Apple Computer’s versions of 802.11b/g are called AirPort and AirPort Extreme.

· access point (AP): A device connected to a LAN that provides wireless communication so that computers, printers, and other wireless devices can communicate with devices on the LAN.

· adapter address: A 48-bit hardware address unique to each NIC card and assigned by the manufacturer. The address is often printed on the adapter as hexadecimal numbers. An example is 00 00 0C 08 2F 35. Also called a physical address, a MAC address, or a hardware address.

· AirPort: The term Apple computers use to describe the IEEE 802.11b standard.

· Automatic Private IP Address (APIPA): An IP address in the address range 169.254.x.x, used by a computer when it cannot successfully lease an IP address from a DHCP server.

· bandwidth: In relation to analog communication, the range of frequencies that a communications channel or cable can carry. In general use, the term refers to the volume of data that can travel on a bus or over a cable stated in bits per second (bps), kilobits per second (Kbps), or megabits per second (Mbps). Also called data throughput or line speed.

· base station: a fixed transceiver and antenna that is used to create a radio cell.

· best-effort protocol: Another term for a connectionless protocol.
· Bluetooth: A standard for wireless communication and data synchronization between devices, developed by a group of electronics manufacturers and overseen by the Bluetooth Special Interest Group. Bluetooth uses the same frequency range as 802.11b, but does not have as wide a range.

· BNC connector: A connector used with thin coaxial cable. Some BNC connectors are T-shaped and called T-connectors. One end of the T connects to the NIC, and the two other ends can connect to cables or end a bus formation with a terminator.

· Broadband: A transmission technique that carries more than one type of transmission on the same medium, such as cable modem or DSL.

· cable modem: A technology that uses cable TV lines for data transmission requiring a modem at each end. From the modem, a network cable connects to an NIC in the user’s PC, or a USB cable connects to a USB port.

· CAT-3 (Category 3): A category of unshielded twisted pair cable. CAT-3 is the least expensive.

· CAT-5: A category of unshielded twisted pair cable. Cat-5 is more popular than CAT-3.

· CAT-6: A category of unshielded twisted pair cable. CAT-6 has less crosstalk than CAT-5 or CAT-5e.

· CDMA (Code Division Multiple Access): A protocol standard used by cellular WANs and cell phones.

· cellular network: A wireless network that is designed to cover a wide area and is made up of numerous cells, which are sometimes called radio cells.

· cellular WAN: Another term for a cellular network.

· classful subnet masks: Subnet masks that use either all ones or all zeroes in an octet.

· classless subnet masks: A subnet mask that can have a mix of zeroes and ones in one octet such as 11111111.11111111.11110000.00000000, which can be written as 255.255.240.0.

· client/server applications: An application that has two components. The client software requests data from the server software on the same or another computer.

· coaxial cable: Networking cable used with10-Mbps Ethernet ThinNet or ThickNet.

· computer name: Character-based host name or NetBIOS name assigned to a computer.

· connectionless protocol: A protocol such as UDP that does not require a connection before sending a packet and does not guarantee delivery. An example of a UDP transmission is streaming video over the Web. Also called a best-effort protocol.

· connection-oriented protocol: In networking, a protocol that confirms that a good connection has been made before transmitting data to the other end. An example of a connection-oriented protocol is TCP.

· crossover cable: A cable used to connect two PCs into the simplest network possible. Also used to connect two hubs.

· data throughput: Another term for bandwidth.

· default gateway: The gateway a computer on a network will use to access another network unless it knows to specifically use another gateway for quicker access to that network.

· DHCP (Dynamic Host Configuration Protocol) server: The server that manages dynamically assigned IP addresses to computers on a network when they first access the network.

· dial-up networking: A Windows 9x/Me and Windows NT/2000/XP utility that uses a modem and telephone line to connect to a network.

· DNS (Domain Name System, or Domain Name Service): A distributed pool of information (called the name space) that keeps track of assigned domain names and their corresponding IP addresses, and the system that allows a host to locate information in the pool. Compare to WINS.

· DNS server: A computer that can find an IP address for another computer when only the domain name is known.

· domain name: A unique, text-based name that identifies a network.

· DSL (Digital Subscriber Line): A telephone line that carries digital data from end to end, and can be leased from the telephone company for individual use. Some DSL lines are rated at 5 Mbps, about 50 times faster than regular telephone lines.

· dynamic IP address: An assigned IP address that is used for the current session only. When the session is terminated, the IP address is returned to the list of available addresses.

· enhanced CAT-5 (CAT-5e): A category of unshielded twisted pair cable. Cat-5 is more popular than CAT-3.

· Fast Ethernet: Another term for 100BaseT.

· fiber optic: Broadband technology used for Internet access. Provides the fastest speeds.

· fiber optic cable: a cable that transmits signals as pulses of light over glass strands inside protected tubing.

· File Transfer Protocol (FTP): The protocol used to transfer files over a TCP/IP network such that the file does not need to be converted to ASCII format before transferring it.

· full duplex: Communication that happens in two directions at the same time.

· fully qualified domain name (FQDN): A host name and a domain name such as jsmith.amazon.com. Sometimes loosely referred to as a domain name.

· gateway: A computer or other device that connects networks.

· Gigabit Ethernet: The next generation of Ethernet. Gigabit Ethernet supports rates of data transfer up to 1 gigabit per second but is not yet widely used.

· GSM (Global System for Mobile Communications): An open standard for cellular WANs and cell phones that uses digital communication of data and is accepted and used worldwide.

· half duplex: Communication between two devices whereby transmission takes place in only one direction at a time.

· hardware address: Another term for an adapter address.

· host name: A name that identifies a computer, printer, or other device on a network.

· Hosts file: A type of host table that contains host names and associated IP addresses, and is similar to the information kept by DNS servers.

· HTTP (Hypertext Transfer Protocol): The communications protocol used by the World Wide Web.

· HTTPS (HTTP secure): A version of the HTTP protocol that includes data encryption for security.

· hub: A network device or box that provides a central location to connect cables.

· IMAP4 (Internet Message Access Protocol, version 4): Version 4 of the IMAP protocol, which is an e-mail protocol that has more functionality than its predecessor, POP. IMAP can archive messages in folders on the e-mail server and can allow the user to choose not to download attachments to messages.

· Institute of Electrical and Electronics Engineers (IEEE): A nonprofit organization that develops standards for the computer and electronics industries.

· internet card: Another name for an air card. It works like a cell phone to connect to a cellular WAN to give your computer Internet access. The device can be a USB device or can be a card that inserts into a PC Card slot or ExpressCard slot on a laptop.

· Internet service provider (ISP): A commercial group that provides Internet access for a monthly fee. AOL, Earthlink, and CompuServe are large ISPs.

· intranet: A private network that uses the TCP/IP protocols.

· IP address: A 32-bit address consisting of four numbers separated by periods, used to uniquely identify a device on a network that uses TCP/IP protocols. The first numbers identify the network; the last numbers identify a host. An example of an IP address is 206.96.103.114ISDN (Integrated Services Digital Network).

· LAN (local area network): A computer network that covers only a small area, usually within one building.

· latency: Delays in network transmissions.

· MAC (Media Access Control) address: Another term for an adapter address.

· MAN (metropolitan area network): A network the covers a large campus or city.

· multicasting: A process in which a message is sent by one host to multiple hosts, such as when a video conference is broadcast to several hosts on the Internet.

· multiple input/multiple output (MIMO): A technology used to increase speed and range on a wireless network.

· name resolution: The process of associating a NetBIOS name or host name to an IP address.

· NAT (Network Address Translation): A process that converts private IP addresses on a LAN to the proxy server’s IP address before a data packet is sent over the Internet.

· NetBIOS (Network Basic Input/Output System): An API protocol used by some applications to communicate over a NetBEUI network. NetBIOS has largely been replaced by Windows Sockets over a TCP/IP network.

· NetBIOS name: Used with the NetBIOS protocol. Can be up to 15 characters long.

· network adapter: A device that interfaces a computer with a network. 

· NAT (Network Address Translation): A process that converts private IP addresses on a LAN to the proxy server’s IP address before a data packet is sent over the Internet.

· network interface card (NIC): An expansion card that plugs into a computer’s motherboard and provides a port on the back of the card to connect a PC to a network. Also called a network adapter.

· octet: Term for each of the four 8-bit numbers that make up an IP address. For example, the IP address 206.96.103.114 has four octets.

· packet: Segment of network data that also includes header, destination address, and trailer information that is sent as a unit. Also called data packet or datagram.

· PAN (personal area network): A network consisting of personal devices at close range such as a cell phone, PDA, and notebook computer in communication.

· patch cable: A network cable that is used to connect a PC to a hub, switch, or router.

· physical address: Another term for an adapter address.

· Ping (Packet Internet Groper): A Windows and Unix command used to troubleshoot network connections. It verifies that the host can communicate with another host on the network.

· POP3 (Post Office Protocol, version 3): Used by a client to receive e-mail.

· port: (1) As applied to services running on a computer, a number assigned to a process on a computer so that the process can be found by TCP/IP. Also called a port address or port number. (2) Another name for an I/O address. See also I/O address. (3) A physical connector, usually at the back of a computer, that allows a cable from a peripheral device, such as a printer, mouse, or modem, to be attached.

· port address: Another term for I/O address.

· port number: Another term for port.

· PPP (Point-to-Point Protocol): A protocol that governs the methods for communicating via modems and dial-up telephone lines. The Windows Dial-up Networking utility uses PPP.

· private IP address: An IP address that is used on a private TCP/IP network that is isolated from the Internet.

· public IP address: An IP address available to the Internet.

· RJ-11: A phone jack on a modem card.

· RJ-45: A connector used with twisted-pair cable that connects the cable to the NIC.
· router: A device that connects one network to another.

· Service Set Identifier (SSID): The name of the wireless access point.

· shielded twisted pair (STP) cable: A version of twisted-pair cable popular for cabling local networks. STP uses a covering around the pairs of wires inside the cable that protects it from electromagnetic interference caused by electrical motors, transmitters, or high-tension lines. It costs more than unshielded cable, so it’s used only when the situation demands it.

· SMTP (Simple Mail Transfer Protocol): The protocol used by e-mail clients and servers to send e-mail messages over the Internet. See POP and IMAP.

· SMTP AUTH (SMTP Authentication): A protocol that is used to authenticate or prove that a client who attempts to use an email server to send email is authorized to use the server. The protocol is based on the Simple Authentication and Security Layer (SASL) protocol.

· status light indicators: Most network cards also provide status light indicators near the RJ-45 port. Depending on the card, the lights might indicate the speed of transmission being used among those the card supports, connectivity, and activity.

· subnet mask: A subnet mask is a group of four numbers (dotted decimal numbers) that tell TCP/IP if a remote computer is on the same or a different network.

· switch: A device used to segment a network. It can decide which network segment is to receive a packet, on the basis of the packet’s destination MAC address.

· TCP (Transmission Control Protocol): Part of the TCP/IP protocol suite. TCP guarantees delivery of data for application protocols and establishes a session before it begins transmitting data.

· TCP/IP (Transmission Control Protocol/Internet Protocol): The suite of protocols that supports communication on the Internet. TCP is responsible for error checking, and IP is responsible for routing.

· TDMA (Time Division Multiple Access): A protocol standard used by cellular WANs and cell phones.

· Telnet: The Telnet protocol is used by the Telnet client/server applications to allow an administrator or other user to control a computer remotely.

· ThickNet: Another term for 10Base5 Ethernet. 

· ThinNet: Another term for 10Base2 Ethernet.

· UDP (User Datagram Protocol): A connectionless protocol that does not require a connection to send a packet and does not guarantee that the packet arrives at its destination. UDP is faster than TCP because TCP takes the time to make a connection and guarantee delivery.

· unshielded twisted pair (UTP) cable: A cable that is made of one or more twisted pairs of wires and is not surrounded by shielding.

· virtual private network (VPN): A VPN works by using encrypted data packets between a private network and a computer somewhere on the Internet.

· WAN (wide area network): A network or group of networks that span a large geographical area.

· WEP (Wired Equivalent Privacy): A data encryption method used on wireless networks that uses either 64-bit or 128-bit encryption keys that are static keys, meaning the key does not change while the wireless network is in use.

· Wi-Fi (Wireless Fidelity): Another term for the IEEE 802.11b standard.

· wireless LAN (WLAN): A type of LAN that does not use wires or cables to create connections, but instead transmits data over radio or infrared waves.

· WPA (WiFi Protected Access): A data encryption method for wireless networks that use the TKIP (Temporal Key Integrity Protocol) encryption method and the encryption keys are changed at set intervals while the wireless LAN is in use. 

· WPA2 (WiFi Protected Access 2): A data encryption standard compliant with the IEEE802.11i standard that uses the AES (Advanced Encryption Standard) protocol. WPA2 is currently the strongest wireless encryption standard.
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