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Tools for Solving Windows Problems
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Overview

This chapter reviews the tools that students need to know how to use when solving problems with Windows 2000/XP/Vista. The chapter begins by focusing on the tools that can help a student when a hardware device, application, or a Windows component fails. Next, the student will learn about the tools used when Windows Vista gives problems at startup. Finally, the student learns about tools that are useful for solving Windows 2000/XP startup problems. Understanding how Vista and 2000/XP start up can help a student understand why and how a particular Windows tool functions. Therefore, in the chapter, the student also learns what happens when these operating systems are loaded.

Chapter Objectives

After reading this chapter and completing the exercises, the student will learn:

· About Windows tools useful to solve problems caused by hardware, applications, and failed Windows components

· About Windows Vista tools that can help when Vista gives problems when starting

· About Windows 2000/XP tools that can help with XP or 2000 startup problems

Teaching Tips

Tools to Help with Blue Screen Errors, System Lockups, and I/O Device Errors

1. Introduce the tools and settings that are useful when dealing with Windows problems occurring after startup.

2. Note that later we will summarize when to use each tool when faced with a specific type of Windows problem.

3. Using Table 15-1, summarize the Windows tools covered in this and other chapters.

Vista Problem Reports and Solutions

1. Explain when to use the Windows Vista Problem Reports and Solutions tool.

2. Note that Vista Error Reporting displays an error screen and invites you to check for a solution.

3. Explain what happens if the problem occurs in the kernel mode of Windows.

4. Use Figure 15-1 to illustrate how Windows reports information about an error.

5. Explain what happens when a user mode error occurs.

a. Use Figure 15-2 to illustrate how Vista error reporting gives an error alert.

b. Use Figure 15-3 to illustrate how Microsoft gives suggestions for a solution to a problem.

6. Using Figure 15-4 discuss the Problem Reports and Solutions window.

7. Explain how to see a history of past problems.

8. Introduce and describe the Windows XP Error Reporting tool.

a. Use Figure 15-6 to illustrate the Microsoft Windows error reporting box generated by a serious Windows error.

b. Use Figure 15-7 to illustrate a dialog box with more information.

c. Emphasize that XP Error Reporting does not keep a history of previous errors, as does the Vista Problem Reports and Solutions tool.

9. Introduce and discuss memory diagnostics.

10. Explain why errors with memory are often difficult to diagnose.

11. Describe characteristics of memory errors.

12. Introduce and describe the Vista memory diagnostics tool.

13. Explain how a diagnostic test can be initiated.

a. Use Figure 15-8 to illustrate how the mdsched.exe command is used to test memory.

b. Use Figure 15-9 to illustrate how to force the Windows Boot Manager menu to display by pressing the Spacebar during the boot.

c. Use Figure 15-10 to illustrate the opening menu, when booting from the Vista DVD.

d. Use Figure 15-11 to illustrate how to test memory using the System Recovery Options menu.

14. Introduce the System File Checker.

a. Describe one cause of a Windows application or hardware problem that might be the result of a corrupted Windows system file.

b. Use Figure 15-12 to illustrate how to scan all system files and verify them by using a command prompt window.

c. Note that Vista uses an elevated command prompt window.

15. Introduce and describe the Driver Verifier utility.

a. Point out that the tool is useful for troubleshooting intermittent problems that are not easily detected by other means.

b. Review the steps to use Driver Verifier to monitor drivers.

c. Use Figure 15-13 and Figure 15-14 to illustrate steps in the process.

d. Explain how Driver Verifier attempts to overload the monitored drivers to cause a STOP error.

e. Use Figure 15-15 to illustrate a STOP error screen.

f. Explain how to obtain device information for which a driver belongs.

g. Use Figure 15-16 to illustrate the file Properties box reporting driver product information.

h. Explain how to turn off Driver Verifier.

16. Introduce tools to verify driver signatures.

a. Describe problems that may be caused by drivers which Microsoft has not validated and are not digitally signed or by drivers that have changed since they were signed.

b. Review the items to check in order to verify that a driver is digitally signed by Microsoft.

17. Review the steps to use Device Manager to update the drivers for a device.

18. Explain how to revert to the old driver by using the Driver Rollback feature.

a. Use Figure 15-18 to illustrate how to use the Device Manager Properties box to uninstall, update, and rollback drivers.

19. Explain how to use utilities bundled with a hardware device to troubleshoot device and driver issues.

20. Use Figure 15-20 to illustrate a blue screen of death (BSOD).

a. Describe the tools to resolve a blue screen of death.

21. Define a system lockup.

a. Provide examples of items that may cause a system lockup.

b. Describe the tools to resolve system lockups.

22. Remind students to always check for physical damage to a device when solving problems with any hardware.

	Teaching 

Tip
	More information on Driver Verifier may be found at: http://support.microsoft.com/kb/244617 
 


	Teaching 

Tip
	More information on the System File Checker Tool (Sfc.exe) tool may be found at: http://support.microsoft.com/kb/185836 
 


	Teaching 

Tip
	More information on fixing blue screen of death errors in Vista may be found at: http://support.microsoft.com/kb/958233 
 


Quick Quiz 1

1. If a problem happens in the ____________________ mode of Windows, a STOP or blue screen error occurs.

Answer: kernel

2. True or False: Both the XP Error Reporting tool and the Vista Problem Reports and Solutions tool keep a history of previous errors.

Answer: False

3. True or False: Errors with memory can appear intermittently and might be mistaken as application errors, user errors, or other hardware component errors.

Answer: True

4. ____________________ is a Windows Vista and XP utility that protects system files and keeps a cache of current system files in case it needs to refresh a damaged file.

Answer: System File Checker (SFC)

5. Boot problems, an unstable Windows system, or error messages might be caused by ____________________ that Microsoft has not validated and are not digitally signed.
Answer: drivers

Vista Tools for Solving Startup Problems

1. Introduce the tools that can be used to troubleshoot and solve startup problems with Windows Vista.

2. Review the necessary hardware components required to start a computer.

3. Using Table 15-2, review the necessary files necessary to start Windows Vista.

4. Describe the two files used to manage the Vista startup process.

Steps to Start a Vista Computer

1. Explain why it is important to understand the Vista startup process.

2. Review the steps to start a Windows Vista computer.

a. Use Figure 15-21 and Figure 15-22 to visually describe the process.

b. Use Figure 15-23 to illustrate the Windows Boot Manager in a dual-boot environment.

c. Use Figure 15-24 to display the Advanced Boot Options screen.

d. Use Figure 15-25 to illustrate the window that appears if Windows has been abruptly stopped.

e. Use Figure 15-26 to illustrate the progress bar.

f. Use Figure 15-27 to illustrate the Windows Vista logon screen.

	Teaching 

Tip
	More information on the Vista startup process may be found at: http://en.wikipedia.org/wiki/Windows_Vista_startup_process 



Advanced Boot Options Menu

1. Referring to Figure 15-24, review how the Vista Advanced Boot Options menu is displayed.

2. Define and discuss the Safe Mode selection on the Advanced Boot Options menu.

a. Review the list of items a student can perform in Safe Mode to recover the system.

b. Review tips about loading Safe Mode.

c. Use Figure 15-28 to illustrate how Safe Mode loads a minimum Vista configuration.

3. Define and discuss the Safe Mode with Networking selection on the Advanced Boot Options menu.

4. Define and discuss the Safe Mode with Command Prompt selection on the Advanced Boot Options menu.

5. Define and discuss the Enable Boot Logging selection on the Advanced Boot Options menu.

6. Define and discuss the Enable Boot Logging selection on the Advanced Boot Options menu.

a. Use Figure 15-29 to illustrate the file recording all files used during the load process.

7. Define and discuss the Enable Low-Resolution Video selection on the Advanced Boot Options menu.

8. Define and discuss the Last Known Good Configuration selection on the Advanced Boot Options menu.

a. Use Figure 15-30 to illustrate the Advanced Boot Options menu. 

9. Define and discuss the Directory Services Restore Mode selection on the Advanced Boot Options menu.

10. Define and discuss the Debugging Mode selection on the Advanced Boot Options menu.

11. Define and discuss the Disable Automatic Restart on System Failure selection on the Advanced Boot Options menu.
The Windows Recovery Environment (Windows RE)

1. Introduce and describe the Windows Vista Recovery Environment utility.

2. Review the steps to start up and explore Windows RE.

a. Use Figure 15-31 to illustrate the language selection screen.

b. Use Figure 15-32 through Figure 15-39 to illustrate the process.

The Command Prompt Window in Windows RE

1. Explain when to use the command prompt window in Windows RE.

2. Use Table 15-3 to illustrate some commands that can help a PC technician repair a system.

3. Use Table 15-4 to illustrate commands that may assist in repairing registry files.

	Teaching 

Tip
	More information on how to use the Bootrec.exe tool in the Windows Recovery Environment to troubleshoot and repair startup issues in Windows Vista may be found at: http://support.microsoft.com/kb/927392 
 


Quick Quiz 2

1. True or False: Vista configuration data is stored in the Vista Boot Configuration Data (BCD) file.

Answer: True

2. True or False: The Vista the BootMgr file and the BCD file are stored in the boot partition.

Answer: False

3. True or False: When a user sees the progress bar, he or she knows the Windows kernel has loaded successfully.

Answer: True

4. ____________________ boots the OS with a minimum configuration and can be used to solve problems with a new hardware installation or problems caused by user settings.

Answer: Safe Mode

5. True or False: The Windows Vista Recovery Environment (RecEnv.exe), also known as Windows RE, is an operating system launched from the Vista DVD that provides a graphical and command-line interface.

Answer: True

Windows 2000/XP Tools for Solving Startup Problems

1. Introduce the topics covered in this section.

What Happens When Windows 2000/XP Starts Up

1. Use Table 15-5 to outline the steps in the boot sequence for Intel-based computers up to the point that the boot loader program, Ntldr, turns control over to the Windows core component program, Ntoskrnl.exe.

2. Use Figure 15-40 to illustrate the Windows 2000/XP boot loader menu.

Files Needed to Start Windows 2000/XP

1. Use Table 15-6 to illustrate the files needed to boot Windows 2000/XP successfully.

The Boot.ini File

1. Introduce and discuss the Boot.ini file.

a. Use Figure 15-41 to illustrate an example of a Boot.ini file for Windows XP.

b. Use Figure 15-42 to illustrate a sample Boot.ini file on a dual-boot system.

2. Describe how to change the folder options in order to view hidden system files.

3. Discuss the two main sections in Boot.ini.

Advanced Options Menu

1. Using Figure 15-43 and Figure 15-44, discuss the Advanced Options menu.

Windows 2000/XP Boot Disk

1. Introduce and discuss the Windows 2000/XP boot disk.

2. Describe the steps to create a boot disk.

3. Describe the steps to attempt to repair a Windows 2000/XP installation.

Recovery Console

1. Introduce and describe the recovery console.

2. Discuss tasks that can be accomplished using the Recovery Console.

3. Discuss security precautions in place so that someone cannot maliciously use the recovery console to gain unauthorized access to a system.

4. Use Table 15-7 to illustrate a list of Recovery Console commands and their descriptions.

5. Review the commands a PC technician can use to examine the hard drive structure for errors and possibly to correct them.

a. Use Figure 15-52 to illustrate the results of using the Fixmbr and Fixboot commands.

6. Explain how to use the Recovery Console to restore the registry.
7. Explain how to use the Recovery Console to disable a service or device driver.

a. Review the commands to list services and to disable and enable a service.

8. Explain how to use the Recovery Console to restore system files.

a. Use Figure 15-54 to illustrate a Recovery Console command to repair Ntldr.

b. Review additional commands a PC technician can use to restore system files.

9. Explain how to use the Recovery Console to recover data.

10. Explain how to install the recovery console on a working system so that it appears on the OS boot loader menu.

Windows 2000 Emergency Repair Process

1. Discuss and explain why the Windows 2000 Emergency Repair Process should be used only as a last resort.

	Teaching 

Tip
	More information on troubleshooting tools and strategies for Windows 2000 may be found at: http://technet.microsoft.com/en-us/library/cc938998.aspx 
 


Quick Quiz 3

1. True or False: A Windows 2000/XP system has started up when the user has logged on, the Windows desktop is loaded, and the hourglass associated with the pointer has disappeared.

Answer: True

2. The ____________________ file is a hidden text file stored in the root directory of the active partition that Ntldr reads to see what operating systems are available and how to set up the boot.

Answer: Boot.ini
3. A Windows 2000/XP ____________________ can be used to boot the system bypassing the boot files stored in the root directory of drive C.

Answer: boot disk

4. You must enter the ____________________ password in order to use the Recovery Console and access an NTFS volume.

Answer: Administrator

5. The Windows 2000 Emergency Repair Process uses a(n) ____________________, which contains information about the current installation.

Answer: Emergency Repair Disk (ERD)

Class Discussion Topics

1. Discuss the differences between a system lockup and a blue screen of death.

2. Although it might seem backward, discuss why the Windows OS is on the boot partition, and the boot record is on the system partition. 

Additional Projects

1. Have students run the System File Checker utility on a Vista computer. Each student should prepare a 1-page report analyzing the results.

2. Have students run the File Signature Verification tool and the Driver Query tool on a Vista computer. Each student should compare the output reports produced by each utility and prepare a summary report of the results.

Additional Resources

1. Windows Vista Performance and Reliability Monitoring Step-by-Step Guide:

http://technet.microsoft.com/en-us/library/cc722173(WS.10).aspx 
2. Windows Vista: Troubleshooting and Support:

http://technet.microsoft.com/en-us/library/cc766260(WS.10).aspx 
3. The Windows Recovery Environment (Windows RE):

http://technet.microsoft.com/en-us/library/cc766048(WS.10).aspx 
4. Windows Recovery Environment:

http://en.wikipedia.org/wiki/Windows_Recovery_Environment 
5. How to troubleshoot performance issues during startup in Windows Vista:

http://support.microsoft.com/kb/950684 
Key Terms

· Advanced Options menu: Offers Safe Mode, Safe Mode with networking, Safe Mode with command prompt, enable boot logging, enable low-resolution video (enable VGA mode in Windows XP/2000), Last Known Good Configuration, directory services restore mode, debugging mode, and disable automatic restart on system failure. This last option is not available in Windows 2000.

· Boot Configuration Data (BCD) file: A file containing information about settings that control BootMgr, WinLoad.exe, WinResume.exe, and the Windows Memory Diagnostic program, settings that launch Ntldr for loading a previous OS in a dual-boot configuration, and settings to load a non-Microsoft operating system.

· Boot.ini: Contain customized entries regarding the boot process. 

· Driver Query: A tool to verify that drivers are digitally signed.

· Driver Verifier (verifier.exe): A tool puts stress on device drivers so that a driver with a problem can be identified. Do not use the tool on a computer unless you understand the potential problems it might cause by degraded performance and STOP errors.

· Emergency Repair Disk (ERD): Contains information about your current installation. Used in the Emergency Repair Process to restores the system to the state it was in immediately after the Windows 2000 installation.

· Emergency Repair Process: Restores the system to the state it was in immediately after the Windows 2000 installation

· File Signature Verification: A tool to verify that drivers are digitally signed.

· Last Known Good Configuration: An Advanced Boot Options menu item used to undo an installation and solve your problems.

· Memory Diagnostics: A tool to test memory during the boot.

· progress bar: An indication that the Windows kernel has loaded successfully.

· Recovery Console: A command interface with a limited number of commands available to troubleshoot a failing Windows 2000/XP load. The console requires that you enter the Administrator password.

· System File Checker (SFC): Used to verify and restore system files.

· Windows Boot Loader (WinLoad.exe): One of two programs to manage the Vista startup process.

· Windows Boot Manager (BootMgr): One of two programs to manage the Vista startup process.

· Windows RE: An OS loaded from the Environment Vista setup DVD, which provides a (recenv.exe) graphic and command-line interface.

· Windows Vista Recovery Environment (RecEnv.exe): See Window RE.
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