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Overview

This chapter takes the next logical step in learning about networking by discussing connections to the Internet using Windows and how to set up a Small Office Home Office (SOHO) network. The student will learn about several tools and utilities that he or she will need when supporting a small wired or wireless network. Additionally, the student will learn how to troubleshoot problems when network and Internet connections fail. Finally, the student will learn how to use a software and hardware firewall to protect a network.

Chapter Objectives

After reading this chapter and completing the exercises, the student will learn:

· How to connect a computer or small network to the Internet using a broadband, satellite, or dialup connection

· How to configure a SOHO router and set up a wireless network

· About tools and utilities used to troubleshoot problems with network and Internet connections

· How to troubleshoot connectivity problems with networks and client applications

Teaching Tips

Connecting To the Internet

1. Mention that students will learn how to connect both a single PC and multiple PCs to the Internet.

2. Review the types of Internet connections covered in this chapter: cable modem, DSL, satellite, dial-up, and ISDN.

3. Review the general steps to set up a cable modem or DSL connection to the Internet.
Connect To the Internet Using Cable Modem
1. Discuss the items required to set up a cable modem installation to the Internet.

2. Use Figure 18-1 to illustrate the setup for a cable modem.

3. Review the instructions to connect a computer to the Internet using a cable modem connection, an Ethernet cable to connect the PC to the modem, and dynamic IP addressing.
a. Use Figure 18-2 through Figure 18-4 to illustrate the process.

4. Review the instructions to connect a computer to the Internet using a USB cable and dynamic IP addressing.

a. Use Figure 18-5 to illustrate a sample Found New Hardware Wizard window.

5. Review the steps to activate service and to test the connection.

a. Use Figure 18-6 to illustrate where a MAC address for a cable modem may be found.

b. Discuss possible troubleshooting techniques.

	Teaching 

Tip
	More information on connecting a cable modem with a USB connection may be found at: http://support.cox.com/sdccommon/asp/contentredirect.asp?sprt_cid=5886cd7e-b171-4aee-aded-7b84e7901887 



Connect To the Internet Using DSL

1. Introduce DSL service.

a. Point out that ISDN is an older technology.

b. Emphasize that DSL over Fiber in the Loop [DFITL] is an up-and-coming, second-generation DSL.
2. Review the DSL installation steps.

a. Use Figure 18-7 and Figure 18-8 to illustrate the process.

Connect To the Internet Using an On-Demand Broadband Connection or Static IP Addressing
1. Explain why an on-demand Internet connection and static IP addressing may be used.
2. Review the steps to create an on-demand broadband connection to the Internet.

a. Use Figure 18-9 through Figure 18-14 to illustrate the process.
3. Review the steps to configure a network connection for static IP addressing.

a. Use Figure 18-15 through Figure 18-16 to illustrate the process.
Connect To the Internet Using Satellite
1. Emphasize that the Federal Communications Commission (FCC) requires that a trained technician install satellite Internet service.
2. Review the general steps a trained technician would follow to install satellite Internet service.
	Teaching 

Tip
	More information on FCC satellite rules may be found at: 
 http://www.fcc.gov/cgb/satellite.html 



Connect To the Internet Using a Dial-Up Connection

1. Review the bare-bones steps to set up an older dial-up connection.
a. Use Figure 18-17 and Figure 18-18 to illustrate the process.
2. Explain how to use the connection.

3. Review the steps to view or change the configuration for the dial-up connection.

a. Use Figure 18-19 to illustrate the process.

4. Review the troubleshooting steps to take if the dial-up connection does not work.

Connect To the Internet Using ISDN

1. Review the essential tips to set up an ISDN connection.
	Teaching 

Tip
	More information on connecting to the Internet may be found at: http://windows.microsoft.com/en-us/windows-vista/Connect-to-the-Internet 



Implement Windows Firewall and Vista Network Security

1. Discuss the three most important tasks a technician can do to protect a single computer or network.

2. Introduce and explain a software firewall.

3. Introduce and explain a hardware firewall.
4. Review possible hardware and software firewall functions.

5. Provide examples of firewall software.

a. Use Figure 18-20 to illustrate ZoneAlarm software firewall.

6. Note that Windows Vista automatically configures Windows Firewall based on the type of network to which it believes the user is connected.
a. Describe a public profile.

b. Describe a private profile. 

c. Describe a domain profile.

7. Review the steps to set firewall protection for a public or private network using the Network and Sharing Center window for Windows Vista.
a. Use Figure 18-21 through Figure 18-23 to illustrate the process.

8. Review the steps to configure Windows Firewall for Vista.

a. Use Figure 18-24 through Figure 18-26 to illustrate the process.

9. Explain how to view and change the Windows Firewall settings for Windows XP.

a. Use Figure 18-27 to illustrate the Windows Firewall window.
10. Explain how to block communications initiated from remote computers.
	Teaching 

Tip
	More information on exploring the features of Windows Firewall may be found at: http://www.microsoft.com/windows/windows-vista/features/firewall.aspx 



Setting Up a SOHO Network
1. Introduce the need to set up a small office or home office network.

2. Discuss the skills required:

· Knowledge of how to physically connect computers to a network

· Knowledge of how to install and configure a multipurpose router to stand between the network and the Internet

· Knowledge of how to set up and secure a wireless access point

 Physically Configure a Small Network
1. Describe the items necessary to set up a small network:
· Computers

· Switches

· Network cables

· Router

· Device providing Internet access

2. Remind students how switches are used.

3. Remind students of cable considerations.

4. Remind students of router considerations.

5. Use Figure 18-28 to illustrate a possible inexpensive wiring job where two switches and a router are used to wire two rooms for five workstations and a network printer.

Install and Configure a Router for a Small Network

1. Explain how to install a router that comes with a setup CD.

a. Emphasize the need to reset the default password.
2. Using Figure 18-29 through Figure 18-31, demonstrate the process of configuring a router.
3. Review some changes a PC technician might need to make to the router’s configuration.
a. Use Figure 18-32 through Figure 18-34 to illustrate how to make these changes.
4. Review the steps to configure a hardware firewall router feature.
a. Use Figure 18-35 and Figure 18-36 to illustrate the process.

5. Introduce and describe port forwarding and port triggering.

a. Review router NAT redirection.

6. Using Figure 18-37, explain the ways a device using NAT can protect a network using ports:
· Port filtering

· Port forwarding

· Port triggering

7. Using Figure 18-38 through Figure 18-40, explain how to configure port forwarding or port triggering.

8. Review the tips to keep in mind when using port forwarding or port triggering.
How to Set Up a Wireless Network
1. Review wireless adapter technology.

2. Using Figure 18-41, explain wireless access points.
3. Review characteristics to consider when selecting a wireless access point.

4. Explain how to install a standalone access point.

5. Explain the settings to change within the access point configuration utility.

a. Use Figure 18-42 through Figure 18-46 to illustrate these changes.
	Teaching 

Tip
	More information on setting up a wireless network may be found at: http://windows.microsoft.com/en-US/windows-vista/Setting-up-a-wireless-network 



Quick Quiz 1

1. True or False: When connecting to the Internet with a cable modem, line filters are required.

Answer: False
2. A less expensive DSL service might use a(n) ____________________ connection.
Answer: on-demand

3. True or False: The Federal Communications Commission (FCC) requires that a trained technician install satellite Internet service.

Answer: True

4. A(n) ____________________ profile offers the highest level of protection when a computer connects to a public network. 

Answer: public

5. The least protection is used for a domain profile, when a PC is on a domain and security is managed by the domain’s ____________________.

Answer: operating system

6. When installing a router, the first thing a technician should do is reset the ____________________ password so that others cannot change the router setup.

Answer: default

7. A router can use ____________________ redirection to present its own IP address to the Internet in place of IP addresses of computers on the local network.

Answer: NAT

8. ____________________ is used to open or close certain ports so they can or cannot be used.

Answer: Port filtering

9. ____________________ means that when the firewall receives a request for communication from the Internet to a specific computer and port, the request is allowed and forwarded to that computer on the network.

Answer: Port forwarding
10. ____________________ opens a port when a PC on the network initiates communication through another port.
Answer: Port triggering
Tools and Utilities for Supporting and Troubleshooting Networks
1. Introduce the tools a technician can use to support and troubleshoot networks.

Cable Testers

1. Using Figure 18-47 and Figure 18-48, describe and explain cable testers.

TCP/IP Utilities

1. Introduce utilities the TCP IP component includes, used to troubleshoot problems with TCP/IP: Ping and Ipconfig.

2. Use Table 18-12 to list additional TCP/IP utilities.

3. Explain how to use the Nslookup command.

a. Use Figure 18-49 to illustrate the results of an Nslookup command.

b. Explain a reverse lookup.

4. Explain how to use the Tracert (trace route) command.

a. Use Figure 18-50 and Figure 18-51 to illustrate results of a Tracert command.
5. Explain how to use the Net command.

a. Review the options for the Net command.

b. Use Figure 18-52 to illustrate and explain three Net use commands.

6. Explain how to use the Netstat command.

Remote Desktop

1. Introduce and explain how to use Remote Desktop.
2. Explain how Remote Desktop works.

a. Use Figure 18-55 through Figure 18-59 to illustrate the process.

3. Explain how to set up Remote Desktop the first time.

4. Discuss how to configure Remote Desktop.

a. Use Figure 18-59 and Figure 18-60 to illustrate the process.
	Teaching 

Tip
	More information on Remote Desktop may be found at: http://www.microsoft.com/windows/windows-vista/features/remote-desktop-connection.aspx 
 


Remote Assistance

1. Introduce and explain how to use Remote Assistance.

2. Describe the ways to initiate a Remote Assistance session.

3. Review the steps to initiate a Remote Assistance session when a user sends an invitation.

a. Use Figure 18-61 through Figure 18-63 to illustrate the process.

4. Review the steps to initiate a Remote Assistance session when the user sends an invitation file and communicates the password.

a. Use Figure 18-64 through Figure 18- 66 to illustrate the process.

5. Explain how to troubleshoot Remote Assistance connections.
	Teaching 

Tip
	More information on Remote Assistance may be found at: http://windows.microsoft.com/en-US/windows-vista/What-is-Windows-Remote-Assistance 
 


Troubleshooting Network and Internet Connections

1. Review the flowchart in Figure 18-67 to explain how to troubleshoot problems connecting to the network.
Problems with Hardware and Device Drivers
1. Review the steps to verify network hardware and solve problems with hardware.

2. Explain how to solve problems with device drivers.

Problems with TCP/IP, the OS, and ISP Connectivity

1. Explain how to solve problems with Windows TCP/IP configuration and connectivity.

a. Use Figure 18-68 to illustrate how a network connection was not able to lease an IP address.

2. Explain the steps to follow if there are problems reaching another computer on a network.

Problems with Client-Side Applications

1. Review the steps to verify Windows Firewall settings on a local computer.
2. Review the steps to make sure a router is not blocking communication.

a. Use Figure 18-69 to illustrate blocked services preventing communication across the firewall.

3. Point out that sometimes security settings at the ISP might be causing a problem.

4. Introduce and describe a proxy server.

a. Using Figure 18-70, describe how to configure a Web browser to use a proxy server.

5. Review the two secure protocols that encrypt all transmissions: HTTPS and SSH.

a. Use Figure 18-71 to illustrate a secured connection from the browser to a Web server.

b. Explain what to verify if there is a problem connecting to a secured website from a corporate network.

6. Remind students that an SSH client is sometimes used in place of Telnet to communicate with a remote computer when high security is needed.

a. Describe the items to check if there is a problem making an SSH connection.

7. Explain the primary cause of problems with e-mail connections.

a. Review the steps to verify critical client settings for e-mail communication.

b. Use Figure 18-72 and Figure 18-73 to illustrate how to correct these settings.
8. Introduce and explain the File Transfer Protocol (FTP).

a. Explain how to access an FTP site.

b. Use Figure 18-74 to illustrate the transfer of files using FTP with Windows Explorer.

c. Review the troubleshooting steps to take to resolve problems with FTP.
	Teaching 

Tip
	More information on File Transfer Protocol (FTP) may be found at: http://support.microsoft.com/kb/290142/EN-US/ 
 


9. Introduce and explain Voice over Internet Protocol (VoIP).
a. Use Figure 18-75 and Figure 18-76 to illustrate VoIP a digital telephone and a converter.

b. Explain how to set up a VoIP digital phone.

c. Explain how to reduce electrical interference on a VoIP digital phone.

d. Use Figure 18-78 to illustrate a ferrite clamp.
	Teaching 

Tip
	More information on Voice over Internet Protocol (VoIP) may be found at: http://communication.howstuffworks.com/ip-telephony.htm 
 


Quick Quiz 2
1. A(n) ____________________ can be used to test a cable to find out if it is good or to find out what type of cable it is if the cable is not labeled.
Answer: cable tester
2. True or False: Ping lets a technician read information from the Internet name space by requesting information about domain name resolutions from the DNS server zone data.
Answer: False

3. A(n) ____________________ is when a technician uses the Nslookup command to find the host name when he or she knows a computer’s IP address.
Answer: reverse lookup
4. True or False: The Tracert (trace route) command can be useful when a technician is trying to resolve a problem reaching a destination host, such as an FTP site or Web site. 

Answer: True
5. ____________________ gives a user access to his or her Windows desktop from anywhere on the Internet.
Answer: Remote Desktop
6. ____________________ can help a technician support users and their computers from a distance. 
Answer: Remote Assistance

7. True or False: When a PC cannot communicate on a network, begin by checking hardware.

Answer: True

8. True or False: If there is a problem with slow network performance, suspect a process is hogging network resources.

Answer: True
9. A(n) ____________________ is a computer that intercepts requests that a client makes of a server.

Answer: proxy server

10. Two secure protocols that encrypt all transmissions are HTTPS and ____________________.

Answer: SSH

Class Discussion Topics

1. Discuss the difference between Remote Desktop and Remote Assistance.
2. Discuss the difference between port filtering, port forwarding, and port triggering.

3. Discuss the difference between a hardware firewall and a software firewall.
Additional Projects

1. Have students research the type(s) of home Internet access available where they live. The student should prepare a summary of the type of home access and list one or two vendors providing each service type. The report should include information on cost, download, and upload speeds, and website help information available to a user.
2. Have students compare the features of the Windows Firewall with a major vendor software firewall. The student should provide a one-page summary of their findings.
Additional Resources

1. Windows Firewall:
http://technet.microsoft.com/en-us/network/bb545423.aspx 
2. Windows Client Security and Encryption:
http://technet.microsoft.com/en-us/windows/aa905062.aspx 
3. TCP/IP Tools and Settings:
http://technet.microsoft.com/en-us/library/dd392262(WS.10).aspx 
4. Microsoft Security TechCenter:
http://technet.microsoft.com/en-us/security 
5. Small office/home office: 
http://www.networkdictionary.com/howto/soho.php 
Key Terms

· domain profile: The level of protection that Vista uses for Windows Firewall when it recognizes the computer is connected to a domain. The protection level is low because Vista expects network security is being managed by the domain’s operating system. Compare to private profile and public profile.
· ferrite clamp: A clamp installed on a network cable to protect against electrical interference.
· File Transfer Protocol (FTP): The protocol used to transfer files over a TCP/IP network.
· port filtering: To open or close certain ports so they can or cannot be used. A firewall uses port filtering to protect a network from unwanted communication.
· port forwarding: technique that allows a computer on the Internet to reach a computer on a private network using a certain port when the private network is protected by a firewall device using NAT. Port forwarding is also called tunneling. 
· port triggering: When a firewall opens a port because a computer behind the firewall initiates communication on another port.
· private profile: The level of protection that Vista uses for Windows Firewall when it recognizes the computer is connected to a private network that is not part of a domain. This level offers moderate protection. Compare to public profile and domain profile.
· public profile: The level of protection that Vista uses for Windows Firewall when it recognizes the computer is connected to an unsecured network. This level of protection is higher than that offered by the private profile and domain profile.
· Quality of Service (QoS): A measure of the success of communication over the Internet. Communication is degraded on the Internet when packets are dropped, delayed, delivered out of order, or corrupted. VoIP requires a high QoS.
· Remote Assistance: A Windows XP/Vista feature that allows a support technician at a remote location to have full access to the Windows desktop.
· Remote Desktop: A Windows tool that gives a user access to his or her Windows desktop from anywhere on the Internet. 
· reverse lookup: To find the host name when you know a computer’s IP address. The Nslookup command can perform a reverse lookup.
· VoIP (Voice over Internet Protocol): An application that provides voice communication over a network and uses the VoIP protocol. Also called Internet telephone.
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