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Overview

This chapter focuses on the concepts, technologies, and best practices the student needs to know to protect a computer and a small network. The student will learn about compliance measures that might be required by law to use in their organization or profession. The student will also learn many ways to protect computing resources, including authenticating and authorizing users, locking down systems, encryption, protecting against malware, and educating users not to unintentionally compromise the system. Finally, the student will learn about the importance of maintaining the security measures they have implemented.

Chapter Objectives

After reading this chapter and completing the exercises, the student will learn:

· Why it is important to comply with established security policies

· Ways to authenticate and classify users so that you can control who has access to your resources and what users can do with them

· About additional methods you can use to protect resources

· How to monitor and maintain the security measures you have implemented

Teaching Tips

Comply With Security Policies
1. Describe three factors influencing the decision making process for implementing security policies.

2. Provide three examples of security standards:

· The International Organization for Standardization (ISO)

· The National Institute of Standards and Technology (NIST)

· The Health Insurance Portability and Accountability Act (HIPAA)
3. Explain the goals of security.

4. Using Figure 19-2, describe the four step cyclical process for implementing a security plan known as Plan-Do-Study-Act (PDSA).
	Teaching 

Tip
	More information on the ISO may be found at: http://www.iso.org
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Tip
	More information on NIST may be found at: http://www.nist.gov 
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Tip
	More information on HIPPA may be found at: http://www.hhs.gov/ocr/privacy 
 


Controlling Access to Secured Resources
1. Introduce and define the term authentication.

2. Introduce and define the term authorization.

3. Remind students that physical security also needs to be in place to control access to secured resources.

Authenticate Users

1. Introduce the various ways users of local computers and networks can be authenticated:
· BIOS settings that control who can use the computer 

· A local user account login to Windows

· Domain controller

· Password

· Biometric data and smart cards

2. Explain how to authenticate users in Windows.

a. Discuss how a password assigned to each user account controls access to a computer or the resources on that computer.
3. Discuss how to control the way a user can log on.
a. Using Figure 19-3, explain how users can login using a Welcome screen.
b. Emphasize that using the Welcome screen to log on provides the possibility for malware to intercept the user account and password information.
c. Point out that a more secure method of logon is to require that the user press Ctrl+Alt+Del to get to a logon window.
d. Use Figure 19-4 to illustrate how to change Windows Vista to use a logon window.

e. Use Figure 19-5 to illustrate how to change Windows XP to use a logon window.

f. Use Figure 19-6 to illustrate the Windows screen that appears when Crtl-Alt-Delete is required.
4. Describe how a forgotten password can be reset by an administrator.

a. Discuss the problems resetting a password causes for the user.

b. Use Figure 19-7 to illustrate how to reset a password for another user using the Control Panel applet in Windows Vista.

c. Describe how to reset a password for another user in Windows XP.

d. Using Figure 19-8, introduce and describe a password reset disk.
5. Explain how to authenticate users with BIOS settings.

a. Mention that power-on passwords are assigned in BIOS setup and are kept in CMOS RAM to prevent unauthorized access to the computer and/or to the BIOS setup utility.

b. Use Figure 19-9 to illustrate and explain an example BIOS security screen with a supervisor password and a user password.
c. Note that for the BIOS in Figure 19-9, a technician can configure how the user password works.

d. Use Figure 19-10 to illustrate and explain another example BIOS security screen.
e. Note that for the BIOS in Figure 19-10, a technician can choose between Setup and System for configuration.
f. Describe a drive lock password.
g. Use Figure 19-11 to illustrate a BIOS setup main menu with support for four power-on passwords.
h. Use Figure 19-12 to illustrate how a technician can choose to set a password for either or both hard drives.
6. Explain how to authenticate users for larger networks.

a. Point out that when logging on to a network, such as that managed by Windows Server 2008, the user account and password must be passed over the network in order to be authenticated by the domain controller.

· Mention the two most popular protocols used to encrypt account names and passwords: CHAP (Challenge Handshake Authentication Protocol) and Kerberos

· Note that Kerberos is the default protocol used by Windows Vista/XP.
7. Introduce and describe smart cards.

a. Use Figure 19-13 to illustrate a SecurID key fob by RSA Security.

b. Use Figure 19-14 to illustrate and explain smartcards with a magnetic stripe that can be read by a smart card reader with a slot for the card.

c. Use Figure 19-15 to illustrate and explain a smart card reader that connects to a PC using a USB port.

d. Use Figure 19-16 to illustrate and explain another type of smart card that plugs directly into a USB port.

e. Define and describe a digital certificate.
8. Explain how to authenticate users with biometric data.

a. Introduce and define biometric data.

b. Use Figure 19-17 to illustrate an iris reader biometric input device.

c. Discuss fingerprint biometric authentication.

d. Describe the disadvantages of using biometric authentication.
9. Introduce and describe strong passwords.

a. Review criteria for creating strong passwords.
b. Define the term passphrase.
c. Use Figure 19-18 to illustrate the Microsoft Password Checker window.

d. Describe a situation where a blank Windows password might be more secure than an easy-to-guess password.

e. Discuss additional options for storing and changing passwords.
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Tip
	More information on strong passwords may be found at: http://www.microsoft.com/protect/fraud/passwords/create.aspx 
 


Classify Users and Data
1. Explain what is meant by classifying users and data.
a. Describe how to classify user accounts and user groups.

b. Review the types of user accounts Windows Vista offers.
c. Review the types of accounts Windows XP offers.

d. Describe how to change the groups to which an account belongs.
e. Use Figure 19-19 to illustrate the Computer Management console, and the Jean Andrews account being added to the TelnetClients group.
f. Define and explain the two terms rights and permissions; emphasizing that in Windows, the two terms rights and permissions have very different meetings.

g. Point out that one way to manage data permissions is by creating new user groups.

2. Explain how to classify data.

a. Define the term permissions.

b. Discuss data classification as it applies to security.
c. Review the general guidelines to assist in understanding the process of classifying data.

d. Review general guidelines to assist in implementing classifications of data using Windows.
Sharing Files and Folders

1. Introduce and discuss shared folders and files.

a. Using Figures 19-20 through 19-22 and Table 19-1, describe the steps to share a file or folder using Windows Vista.

b. Using Figure 19-23, describe the steps to share a file or folder using Windows XP.

c. Using Figure 19-24, review the steps to troubleshoot problems with shared files and folders in Windows Vista.

d. Using Figure 19-25, review the steps to troubleshoot problems with shared files and folders in Windows XP.
2. Introduce and define a network drive map.
a. Using Figure 19-26 and Figure 19-27, review the steps to set up a network drive.

	Teaching 

Tip
	More information on sharing files and folders may be found at: http://windows.microsoft.com/en-US/windows-vista/Share-files-with-someone 
 


Quick Quiz 1

1. ____________________ proves that an individual is who they say they are and is accomplished by a variety of techniques, including a username, password, personal identification number (PIN), smart card, or biometric data. 

Answer: Authentication

2. ____________________ determines what an individual can do in the system after he or she is authenticated.
Answer: Authorization 

3. ____________________ (also called privileges) refer to the tasks an account is allowed to do in the system.

Answer: Rights
4. ____________________ refer to which user accounts or groups are allowed to access data.

Answer: Permissions

5. ____________________, as it applies to security, involves putting data into categories and then deciding how secure each category must be.

Answer: Data classification

Additional Methods to Protect Resources
1. Explain that there are more ways to secure a computer or small network, including hardware security devices, encryption techniques, BIOS security features, locking a workstation, protecting against malicious software, and educating users not to unintentionally compromise the security measures in place.
Security Devices to Protect Data and Computers
1. Review suggestions for physically protecting a computer and data.
a. Use Figure 19-28 to illustrate a computer case with a lock and key.

b. Use Figure 19-29 to illustrate a cable lock system to secure a notebook computer to a desk.

2. Review the statistics regarding notebook thefts and data security as generated by the Dell study.

3. Review commonsense rules to help protect a notebook computer.

Encryption Techniques

1. Define the term encryption.

2. Explain how to encrypt folders and files in Windows using the Encrypted File System (EFS).

3. Explain how to encrypt an entire hard drive with BitLocker encryption.
4. Review how to encrypt wireless networks using WEP, WPA, or, WPA2 encryption technologies.

5. Review the encryption techniques used by a VPN.

6. Explain embedded encryption and devices.

7. Discuss other secured connections used for data transmissions.

a. Use Figure 19-30 to explain Public Key Encryption.

b. Define and discuss a digital certificate.

c. Explain the use of Public-key Infrastructure (PKI) standards.

Use BIOS Features to Protect the System
1. Describe BIOS features designed to secure a computer system:
· Power-on passwords

· Drive lock password protection

· TPM (Trusted Platform Module) chip

· Intrusion detection

· Boot sector protection for the hard drive
	Teaching 

Tip
	More information on TPM (Trusted Platform Module) chip technology may be found at: http://en.wikipedia.org/wiki/Trusted_Platform_Module 
 


Lock a Workstation
1. Discuss two ways to lock down a workstation:
a. Press the Windows key and L

b. Press Ctrl-Alt-Del

2. Use Figure 19-31 to illustrate the login screen that appears for Vista when the user presses these keys.

3. Note that for this method to be effective, all user accounts need a password. 

4. Point out that an administrator can use Group Policy to make passwords a requirement.
5. Remind students that when the system is powered down, power-on BIOS passwords can be required before the system can be used.

6. Emphasize that for best security, use both hardware and software methods to lock a workstation.
Protect Against Malicious Software

1. Introduce and define malicious software.

2. Introduce and define grayware.

3. Using Figures 19-32 through 19-35, define and discuss categories of malicious software and scanning techniques:

· Virus
· Adware
· Spyware
· Keylogger
· Worm
· Browser hijacker
· Spam
· Virus hoax
· Phishing
· Scam e-mail
· Logic bomb
· Trojan horse
4. Discuss ways a virus can attack a computer system and hide:

· Boot sector virus
· File virus
· Multipartite virus
· Macro and macro virus
· Script virus
5. Define and discuss a root kit.
Educate Users
1. Explain why the weakest link in setting up security in a computer environment is people.
2. Define and explain social engineering.

3. Review the list of important security measures that users need to follow.

a. Use Figure 19-38 to illustrate how to use the Vista Start menu to lock a computer.
b. Use Figure 19-39 to illustrate an e-mail phishing technique.

c. Use Figure 19-40 to illustrate how antivirus software reported a Trojan.
Perform Routine Security Maintenance
1. Emphasize that PC technicians responsible for the security of a computer or small network should make it a habit to check every computer each month.
2. Review the checklist of items to verify.

3. Introduce and explain an incident report, as well as reporting methods and tools.
	Teaching 

Tip
	More information on malware may be found at: http://en.wikipedia.org/wiki/Malware  
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Tip
	More information on avoiding social engineering and phishing attacks may be found at: http://www.us-cert.gov/cas/tips/ST04-014.html 
 


Quick Quiz 2
1. True or False: A passphrase is made of several words with spaces allowed.

Answer: True

2. ____________________ puts data into code that must be translated before it can be accessed.
Answer: Encryption 

3. ____________________ engineering is the practice of tricking people into giving out private information or allowing unsafe programs into the network or computer.

Answer: Social

4. ____________________ is a type of identity theft where the sender of an e-mail message scams you into responding with personal data about yourself.

Answer: Phishing 

5. A(n) ____________________ hoax is e-mail that does damage by tempting you to forward it to everyone in your e-mail address book with the intent of clogging up e-mail systems or to delete a critical Windows system file by convincing you the file is malicious.

Answer: virus or e-mail 

Class Discussion Topics

1. Why it is advisable to limit the administrator account to maintenance and installation chores only?

2. Why is Windows often perceived to be more vulnerable to attack than other systems, such as Linux and Mac OS?

3. How does authentication with biometric devices compare to authentication with smart cards?
Additional Projects

1. Review the following text strings. Which strings qualify as strong passwords? Which string is a passphrase? Provide reasons using the guidelines in the section entitled "Create Strong Passwords”. 

· V l&eOf1c1z3x5!@

· Windows1234

· J1cX4%8ip5p

· v!RchuALw0rlDm@kER

· sl!bGH$$89

2. Perform additional research on Windows XP Encrypted File System (EFS).

3. Explain how EFS utilizes public key encryption in conjunction with symmetric key encryption. What are the main performance considerations that led to the combination of the encryption technologies?
Additional Resources

1. Password Myths and Tips:

http://www.securityfocus.com/infocus/1554 
2. Antivirus Software:

http://en.wikipedia.org/wiki/Antivirus_software 
3. How Firewalls Work:

http://www.howstuffworks.com/firewall.htm 
4. More Information on Encryption:

http://www.hermetic.ch/crypto/intro.htm 
5. Differences Among Viruses, Worms, and Trojan Horses

http://www.webopedia.com/DidYouKnow/Internet/2004/virus.asp 
Key Terms

· administrator account: In Windows 2000/XP/Vista, an account that grants to the administrator(s) rights and permissions to all hardware and software resources, such as the right to add, delete, and change accounts and to change hardware configurations.

· adware: Software installed on a computer that produces pop-up ads using your browser; the ads are often based on your browsing habits.
· antivirus (AV) software: Utility programs that prevent infection or scan a system to detect and remove viruses. McAfee Associates’ VirusScan and Norton AntiVirus are two popular AV packages.

· authentication: The process of proving an individual is who they say they are before they are allowed access to a computer, file, folder, or network. The process might use a password, PIN, smart card, or biometric data.
· authorization: Controlling what an individual can or cannot do with resources on a computer network. Using Windows, authorization is granted by the rights and permissions assigned to user three accounts.
· backdoor: A hidden way to allow malware to reach the system in secret even after the malware has been removed.

· backup operator: A Windows user account that can back up and restore any files on the system regardless of its having access to these files.
· BitLocker Encryption: A utility in Windows Vista Ultimate and Enterprise editions that is used to lock down a hard drive by encrypting the entire Vista volume and any other volume on the drive.

· boot sector virus: An infectious program that can replace the boot program with a modified, infected version, often causing boot and data retrieval problems.
· browser hijacker: A malicious program that infects your Web browser and can change your home page or browser settings. It can also redirect your browser to unwanted sites, produce pop-up ads, and set unwanted bookmarks. Also called a home page hijacker.

· CHAP (Challenge Handshake Authentication Protocol): A protocol used to encrypt account names and passwords that are sent to a network controller for validation.
· data classifications: Categories of data used to determine who owns the data and who needs what type of access to it.
· digital certificate: A code used to authenticate the source of a file or document or to identify and authenticate a person or organization sending data over a network. The code is assigned by a certificate authority such as VeriSign and includes a public key for encryption. Also called digital ID or digital signature.
· drive lock password: A password stored on a hard drive. You must enter the password at startup before you can access data on the drive. The password is set using BIOS setup screens.

· Encrypted File System (EFS): A way to use a key to encode a file or folder on an NTFS volume to protect sensitive data. Because it is an integrated system service, EFS is transparent to users and applications and is difficult to attack.
· encryption: The process of putting readable data into an encoded form that can only be decoded (or decrypted) through use of a key. 
· file virus: A virus that inserts virus code into an executable program file and can spread whenever that program is executed.
· grayware: A program that AV software recognizes to be potentially harmful or potentially unwanted.
· guest account: A user account that has limited permissions on a system and cannot make changes to it. Guest user accounts are intended for onetime or infrequent users of a workstation.

· incident report: A report your organization might require to report unusual or atypical events.

· infestation: Any unwanted program that is transmitted to a computer without the user’s knowledge and that is designed to do varying degrees of damage to data and software. There are a number of different types of infestations, including viruses, Trojan horses, worms, and logic bombs. See malicious software.

· Kerberos: A protocol used to encrypt account names and passwords that are sent to a network controller for validation. Kerberos is the default protocol used by Windows 2000/XP.

· key fob: A device, such as a type of smart card that can fit conveniently on a key chain.

· keylogger: A type of spyware that tracks your keystrokes, including passwords, chat room sessions, e-mail messages, documents, online purchases, and anything else you type on your PC. Text is logged to a text file and transmitted over the Internet without your knowledge.

· limited account: Windows XP user accounts known as Users in Windows 2000, which have read-write access only on their own folders, read-only access to most system folders, and no access to other users’ data. In Windows Vista, a standard account is a limited account.

· logic bomb: A type of malicious software that is dormant code added to software and triggered at a predetermined time or by a predetermined event.

· macro: A small sequence of commands, contained within a document that can be automatically executed when the document is loaded, or executed later by using a predetermined keystroke.

· macro virus: A virus that can hide in the macros of a document file.

· malicious software: Any unwanted program that is transmitted to a computer without the user’s knowledge and that is designed to do varying degrees of damage to data and software. Types of infestations include viruses, Trojan horses, worms, adware, spyware, keyloggers, browser hijackers, dialers, and downloaders. Also called malware or an infestation.

· malware: See malicious software.
· multipartite virus: A combination of a boot sector virus and a file virus. It can hide in either type of program.
· network drive map: Mounting a drive to a computer, such as drive E, that is actually hard drive space on another host computer on the network.

· passphrase: A type of password that can contain a phrase where spaces are allowed. A passphrase is stronger than a one-word password.
· password reset disk: A device that holds a copy of the Windows password. Vista allows the device to be a flash media, but XP expects the device to be a floppy disk.
· permissions: Refer to which user accounts or groups are allowed to access data.
· phishing: (1) A type of identity theft where a person is baited into giving personal data to a Web site that appears to be the Web site of a reputable company with which the person has an account. (2) Sending an e-mail message with the intent of getting the user to reveal private information that can be used for identify theft.

· PKI (Public-key Infrastructure): The standards used to encrypt, transport, and validate digital certificates over the Internet.

· power user account: A Windows XP account type that can read from and write to parts of the system other than the user’s own folders, install applications, and perform limited administrative tasks.

· Public Key Encryption: Public key encryption uses two keys: the recipient’s public key to encrypt the message and her private key to decrypt it.

· rootkit: A type of malicious software that loads itself internal Windows components so that it masks information Windows provides to user-mode utilities such as Windows Explorer or Task Manager.
· scam e-mail: E-mail sent by a scam artist intended to lure you into a scheme.

· script virus: A type of virus that hides in a script which might execute when you click a link on a Web page or in an HTML e-mail message, or when you attempt to open an e-mail attachment.

· smart card: Any small device that contains authentication information that can be keyed into a logon

· smart card reader: A device that can read a smart card used to authenticate a person onto a network.

· social engineering: The practice of tricking people into giving out private information or allowing unsafe programs into the network or computer.

· spam: Junk e-mail you don’t ask for, don’t want, and that gets in your way.

· spyware: Malicious software that installs itself on your computer to spy on you. It collects personal information about you that it transmits over the Internet to Web-hosting sites that intend to use your personal data for harm.

· standard account: The Vista user account type that can use software and hardware and make some system changes, but cannot make changes that affect the security of the system or other users.
· TPM (Trusted Platform Module) chip: A chip on a motherboard that holds an encryption key required at startup to access encrypted data on the hard drive. Vista BitLocker Encryption can use the TPM chip.

· Trojan horse: A type of infestation that hides or disguises itself as a useful program, yet is designed to cause damage when executed.

· virus: A program that often has an incubation period, is infectious, and is intended to cause damage. A virus program might destroy data and programs or damage a disk drive’s boot sector. 

· virus hoax: E-mail that does damage by tempting you to forward it to everyone in your e-mail address book with the intent of clogging up e-mail systems or by persuading you to delete a critical Windows system file by convincing you the file is malicious.

· worm: An infestation designed to copy itself repeatedly to memory, on drive space or on a network, until little memory or disk space remains.

· zero-fill utility: A utility provided by a hard drive manufacturer that fills every sector on the drive with zeroes.
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