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Chapter 16

Fixing Windows Problems

	At a Glance
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Overview

This chapter focuses on the techniques and methods used when problems arise with a hardware device, application, or Windows component. When a computer gives problems, refuses to boot, or the Windows desktop refuses to load, it takes a cool head to handle the situation gracefully. This chapter is designed to give the student a plan with all the necessary details, so that he or she can determine just what has gone wrong and what to do about it.

First, the student will learn what to do when problems occur after the boot with hardware or software. Then, the chapter will focus on how to solve problems that occur during the boot. Because solving boot problems with Windows Vista is done differently than when solving boot problems with Windows XP/2000, Vista boot problems are covered separately from XP/2000 boot problems.

Chapter Objectives

After reading this chapter and completing the exercises, the student will learn:

· What to do when a hardware device, application, or Windows component gives a problem

· What to do when Windows Vista won’t boot or boots with errors

· Strategies that you can use to solve problems with Windows 2000/XP startup

Teaching Tips

Fixing Problems Caused By Hardware

1. Review the items to consider when determining which device is causing a problem.

a. Explain how to research an error message.

b. Explain how to use the Vista Problem Reports and Solutions window and/or the XP Error Reporting window.

c. Use Figure 16-1 to illustrate a message that appeared after a Vista system encountered a blue screen error.

d. Use Figure 16-2 to illustrate a solution window.

e. Discuss how to check logs in Event Viewer and find useful information.

f. Use Figure 16-3 to illustrate warning and error events in the Administrative Events log.

g. Describe the type of errors to look for when checking the Reliability and Performance Monitor.

h. Discuss the types of recent changes to look for.

2. Review the steps involved in investigating a device and its drivers, while attempting to discover the source of the problem if the device is known.

a. Remind students to check the simple things first.

b. Describe how to verify that Device Manager recognizes the device with no errors or warnings.

c. Use Figure 16-4 to illustrate errors or warnings in Device Manager.

d. Explain how to check BIOS setup to ensure BIOS recognizes the device with no errors.

3. Review the steps to solve a problem with a device driver or service.

a. Emphasize the importance of rebooting the system after making changes and before moving on to the next step.

b. Explain how to update the device drivers.

c. Discuss where to look for updates to Windows.

d. Describe why a PC technician might try to move the device to a different port connector.

e. Describe why a PC technician might try reinstalling the device.

f. Describe why a PC technician should try moving the device to a different computer.

g. Explain how to use System Restore to revert to a restore point.

h. Explain why it is important to check the manufacturer’s documentation.

i. Discuss how to search the Internet for help.

j. Explain when to boot into Safe Mode.

k. Explain how to use the System File Checker.

l. Discuss why a PC technician should consider the application using the device as the source of the error.

m. Point out that if the problem is still not resolved, the PC technician may need to replace the device.

	Teaching 

Tip
	More information on troubleshooting device conflicts with Device Manager may be found at: http://support.microsoft.com/kb/310126 
 


Quick Quiz 1

1. True or False: Most computer problems are simple and easy to solve.

Answer: True

2. True or False: Errors or warnings in Device Manager are displayed as a yellow triangle or question mark.

Answer: True

3. When updating device drivers, download the driver files to the hard drive from the ____________________Web site.

Answer: device manufacturer’s

4. True or False: Sometimes a Windows update solves a problem with a hardware device.

Answer: True

5. To get a clean start with a device, a PC technician can ____________________ it and start over.

Answer: uninstall

Fixing Problems Caused By Applications

1. Discuss potential application problem symptoms.

2. Review the steps to find the source of a problem and fix it.

a. Remind students that if a change is made, they should be sure to restart and check to see if the problem is resolved before moving on to the next step.
b. Note that the first step is to interview the user and backup data.

c. Describe how to look for user errors.

d. Explain when to use Task Manager.

e. Mention that students should try a reboot at this stage of the process.

f. Encourage students to think about suspecting a virus as the cause of the problem.
g. Discuss how to let Windows to provide a solution.

h. Use Figure 16-5 to illustrate an error message Window.

i. Explain how Windows update might solve the problem.

j. Mention that software manufacturers often publish updates or patches for their software to address known problems and students should explore these fixes.

k. Explain how to use the application setup to repair the installation.
l. Suggest that a student should consider data corruption.

m. Try restoring default settings.
n. Uninstall and reinstall the application.
o. Explain when to use the system restore feature.

3. Review the steps to take if the application never worked.

a. Explain how to run the application as an administrator.

b. Use Figure 16-6 to illustrate how to elevate an application’s privileges and run the application as an administrator.

c. Use Figure 16-7 to illustrate how to permanently change the privilege level of an application.

d. Mention that a PC technician should try to install the application as an administrator.

e. Remind students to consider that the application may be older and have compatibility issues with Vista.

f. Use Figure 16-8 to illustrate how Microsoft tracks software and hardware compatible with Vista.

g. Explain how to verify that the application is digitally signed.

h. Use Figure 16-9 to illustrate the Digital Signatures tab.

i. Explain that the problem might be caused by other applications, services the application uses, Windows, or hardware. 

4. Describe the steps to check for other applications causing the problem.

a. Describe how to check if another application is interfering.

b. Describe how to use the Services console.

c. Discuss the importance of having enough system resources.

d. Remind students of the tool to use to check Windows system files.

e. Remind students of the tool to use to check for bad memory.

f. Mention that the Event Viewer may provide valuable clues to the problem.

g. Mention that the Reliability Monitor might help a PC technician discover the source of the problem.

h. Explain why the Chkdsk tool is used to check the hard drive.

i. Describe how to run the application in Safe Mode with Networking.

Troubleshooting Vista Startup

1. Emphasize that this section is written as step-by-step instructions for problem solving.

2. Point out that each step takes a student sequentially through the boot process and shows what to do when the boot fails at that point in the process.

3. Explain that the next step is to decide which tool will be the least invasive to use, yet still will fix the problem.

4. Introduce the three stages of the boot that a PC technician should focus on to determine where in the boot process the failure occurred.

Problems at Stage 1: Before the Progress Bar Appears

1. Remind students to check with the user to find out if important data is on the hard drive and not backed up.

2. Point out that the PC technician should make every effort to copy the data to a safe location before starting to troubleshoot the original problem.

3. Emphasize that if the progress bar has not yet appeared, some portions of the Vista kernel, critical drivers and services to be started by the kernel have not yet started. 

a. Note that this indicates the problem is with hardware or these startup files.

4. Using Figure 16-10 through Figure 16-16, review the areas to check and the troubleshooting steps for stage one.

a. Remind students to restart the system to see if the problem is solved before applying the next step.

b. Is the screen blank?

c. Does the computer appear to have power?

d. Does an error message appear before Vista starts?

e. Can startup BIOS access the hard drive?

f. Use  BIOS setup to set the boot sequence

g. Can you boot from the Vista setup DVD?

h. Can windows re find the Vista installation?

i. Options to recover from a corrupted Vista installation

j. Steps to reinstall windows Vista

k. Reinstall Vista on a laptop or brand-name computer

Problems at Stage 2: After the Progress Bar Appears and Before Logon

1. Remind students that if the Microsoft progress bar appears during the boot, this indicates that the Windows kernel has loaded successfully and critical drivers and services configured to be started by the kernel are running.

a. Note that this also indicates that the Session Manager (Smss.exe) running in user mode has started the Win32 subsystem necessary to provide the graphics of the progress bar.

2. Emphasize that if the progress bar has appeared and the logon screen has not yet been displayed, most likely, the problem is caused by a corrupted driver or service that is started after the kernel has finished its part of the boot.
3. Point out that the general attack plan to fix the problem is to isolate and disable the Windows component, service, or application causing trouble.

4. Using Figure 16-17 through Figure 16-18, review the areas to check and troubleshoot for stage two.

Problems at Stage 3: After Windows Logon

1. Emphasize that problems occurring after the user logs onto Windows are caused by applications or services configured to launch at startup.

2. Explain how programs can be set to launch at startup.

3. Encourage students to test theories about which service or program is at fault during startup by using MSconfig to disable that program.

4. Use Table 16-1 to summarize error messages, including blue screen or STOP errors that a PC technician might encounter during the boot and explain what to do about them.

	Teaching 

Tip
	More information on the Vista startup process may be found at: http://en.wikipedia.org/wiki/Windows_Vista_startup_process 



How to Recover Lost Data

1. Introduce possible ways to recover lost or corrupted data:

· Windows tools

· Third party software

· Commercial data recovery services

2. Discuss how to recover a deleted or corrupted data file.

a. Use Figure 16-19 to illustrate the Recover command to recover a corrupted file while the volume on which it is stored is not in use.

3. Discuss how to recover data from a computer that will not boot.

4. Describe consideration to take into account when using a data recovery service.

Troubleshooting Windows 2000/XP Startup

1. Review the tools available to solve Windows 2000/XP boot problems.

2. Using Figures 16-20 through Figure 16-21 and Table 16-2, describe the steps to resolve Windows 2000/XP startup problems.

	Teaching 

Tip
	More information on PC startup troubleshooting may be found at: http://www.everythingcomputers.com/pc_startup_trouble.htm 
 


Quick Quiz 2

1. Running an application with administrator privileges is known a ____________________.

Answer: secondary logon

2. The ____________________ reports problems and solutions for known legacy software.

Answer: Windows Vista Compatibility Center

3. True or False: Applications that are not digitally signed will not run on Windows.

Answer: False

4. True or False: Bad memory may cause an application error.

Answer: True

5. True or False: The first decision in troubleshooting a failed boot is to decide at what point in the boot the failure occurred.

Answer: True

Class Discussion Topics

1. Discuss why it is important to ask the user about his or her data backup availability before beginning any work on the user’s computer.

2. Discuss the importance of rebooting the computer after each attempted problem fix.

Additional Projects

1. Have students search the Internet for third party data recovery services. Each student should select three companies and write a summary report comparing the vendors in terms of services offered, guarantees, privacy statements, and general characteristics of each company.

2. Have students search the Internet for an IDE to USB converter kit and a SATA to USB converter kit. The student should write a report summarizing their findings and provide information describing the kit manufacturer, seller, cost, kit features, and other relevant information.

Additional Resources

1. Windows Vista: Troubleshooting and Support:

http://technet.microsoft.com/en-us/library/cc766260(WS.10).aspx 
2. How to troubleshoot performance issues during startup in Windows Vista:

http://support.microsoft.com/kb/950684 
3. Troubleshooting tools and strategies for Windows:

http://technet.microsoft.com/en-us/library/cc938998.aspx 
4. Troubleshooting Resources:
http://www.everythingcomputers.com/troubler.htm 
5. Basic computer troubleshooting:
http://www.computerhope.com/basic.htm 
Key Terms

· secondary logon: Running an application with administrator privileges.
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