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Overview

In this chapter, the student will learn how secure a computer and its resources. The student will also learn how to apply strict sharing permissions to data, how to encrypt data, and how to use BIOS features to secure a workstation. In addition, the student will learn how to recognize when a system has been infected with malware and how to clean an infected system.
Chapter Objectives

After reading this chapter and completing the exercises, the student will learn:

· How to protect against and remove malicious software

· How to implement security using Windows

· How to use BIOS security features

Teaching Tips

Controlling Access to Computer Resources
1. Introduce the types of access control a PC technician would need to know if he or she were responsible for controlling access to computer resources.
Controlling Access to Data Folders and Files
1. Point out that access to data folders and files is controlled by permissions assigned to individual user accounts or user groups.

2. Review the available Windows Vista user account groups to help classify users and manage their rights on the system.

3. Review the available Windows XP user account groups to help classify users and manage their rights on the system.

4. Note that a PC technician can create his or her own groups.

5. Remind students that access control based on job descriptions is best done by creating a user group for each job class and then assigning data permissions to these groups.

6. Discuss the types of default user groups that Windows might use when assigning permissions to a file or folder.

a. The Authenticated Users group

b. The Everyone group

c. Anonymous users

7. Using the Applying Concepts example on page 1040 and Figure 20-1 through Figure 20-11, explain how to control access to files and folders.
a. Step 1: Create folders, user accounts, and user groups
b. Step 2: Set permissions for local users
c. Step 3: Share the folders on the network
d. Step 4: Test and go live

8. Provide the student with tips on using shared folders.
a. Use Figure 20-12 to illustrate advanced permission settings.
9. Provide the student with tips to troubleshoot problems with a shared folder.
a. Use Figure 20-13 to illustrate how to change the owner of a folder.
	Teaching 

Tip
	More information on Role Based Access Control (RBAC) and Role Based Security may be found at: http://csrc.nist.gov/groups/SNS/rbac 
 


Hidden Network Resources and Administrative Shares

1. Describe additional steps a PC technician can take to secure a computer and its resources.
a. Disable file and printer sharing

b. Hide a shared folder

c. Make your Windows XP personal folders private
d. Use Figure 20-14 and Figure 20-15 to illustrate examples of these security techniques.
2. Define and explain local shares.

3. Define and explain administrative shares.
a. Use Figure 20-16 to illustrate access to the %systemroot% folder on a remote computer.

4. Distinguish between the two types of administrative shares:
· The %systemroot% folder

· Any volume or drive
	Teaching 

Tip
	More information on how to disable simple file sharing and how to set permissions on a shared folder in Windows XP may be found at: http://support.microsoft.com/kb/307874 
 


Encrypting Files and Folders

1. Review the use of an Encrypting File System (EFS) certificate to encrypt and decrypt a file or folder using Vista Ultimate or Business editions or Windows XP Professional.

2. Using Figure 20-17 through Figure 20-19, explain how to encrypt a file or folder.
3. Using Figure 20-20, explain how to decrypt a file or folder.
4. Describe the digital certificates generated during the EFS encrypting process.

a. Using Figure 20-21 through Figure 20-23, explain how to back up these EFS certificates with the Certificate Manager (certmgr.msc) console.
5. Using Figure 20-24 and Figure 20-25, explain how a student can give other local users access to his or her encrypted files.
6. Review the tips to keep in mind when problems arise with encrypted files.
Using BitLocker Encryption

1. Discuss the three ways to use BitLocker Encryption:
· Computer authentication

· User authentication

· Computer and user authentication

2. Discuss the disadvantage of BitLocker Encryption.

Supporting BIOS Security Features That Affect Access Control

1. Review the security features motherboard BIOS offers:

· Power-on passwords

· Support for intrusion-detection devices

· Support for a TPM chip
2. Note the concern that occurs if the supervisor password is set and forgotten. Explain how to get around the problem.
a. Use Figure 20-26 to illustrate the jumper group on one motherboard to return all BIOS settings to default values.
3. Discuss how an intrusion-detection device can be installed inside a computer case and connected to pins on the motherboard.
4. Discuss how using Windows Vista to install BitLocker encryption initializes the TPM chip.

a. Explain why a PC technician needs to be careful when clearing the TPM chip.

b. Using Figure 20-27 through Figure 20-30, review the steps to initialize or clear the TPM chip.
Quick Quiz 1

1. True or False: Windows XP uses simple file sharing by default.
Answer: True
2. ____________________ permissions are attained from a parent object.
Answer: Inherited

3. Permission ____________________is when permissions are passed from parent to child.

Answer: propagation
4. True or False: Local shares are folders shared by default on a network that administrator accounts can access.

Answer: False
5. ____________________ Encryption locks down a hard drive by encrypting the entire Vista volume and any other volume on the drive.
Answer: BitLocker
Dealing with Malicious Software
1. Introduce this section of the chapter.
Malware Symptoms

1. Emphasize that a PC support technician needs to know how to recognize when a system is infected with malware and how to clean an infected system.
2. Review the warning symptoms of malicious software.

Strategies for Dealing with Malware

1. Emphasize that large corporations generally have a plan in place to detect malware quickly and to ensure that it does not take down the entire network.
2. Review items the plan might address.

a. Define a quarantine file.

b. Define a quarantine computer.

Step-By-Step Attack Plan

1. Introduce the step-by-step attack plan to clean up an infected system.

2. Explain Step 1: Quarantine an infected system.
a. Point out that an infected computer connected to a network should be immediately disconnected.

b. Remind students to back up data to another media before cleaning up the system.

3. Explain Step 2: Run AV software.
a. Discuss how a virus is often programmed to avoid detection by antivirus software.

b. Describe heuristic scanning.

c. Define the term virus signatures.

d. Use Table 20-1 to illustrate popular antivirus software and websites that provide information about viruses.
e. Review desired characteristics of antivirus software.

f. Explain how to clean up an infected computer that does not have antivirus software already installed by using another computer with antivirus software on it.

g. Using Figure 20-31 through Figure 20-34, explain how to clean up an infected computer that does not have antivirus software already installed and no other computer available.

4. Explain Step 3: Run adware or spyware removal software.
a. Point out that software specifically dedicated to removing adware and spyware generally does a better job than antivirus software.

b. Note that the distinction between adware and spyware is slight.

c. Use Table 20-2 to illustrate adware and spyware software.
d. Use Figure 20-35 to illustrate Search & Destroy results after antivirus software declared the system clean.

e. Emphasize that to completely clean a system, a PC technician may have to run a formal product more than once or use more than one product.

5. Discuss Step 4: Clean up what’s left over.
a. Review how to respond to any Startup Errors.
b. Explain how to research malware types and program files.
· Provide examples of virus encyclopedia websites.
c. Explain how to delete files.

· Use Figure 20-36 to illustrate execution of commands to delete a hidden system file.
· Use Table 20-3 to illustrate commands to delete a hidden system file.

· Using Figure 20-37, explain how to use Task Manager to delete a file.

· Explain how to use the Taskkill command to delete a file.

· Using Figure 20-38 and Figure 20-39, describe the two methods to delete all Internet Explorer temporary Internet files.

d. Explain how to purge restore points.
· Use Figure 20-40 to illustrate a message indicating that malware exists in a restore point.
e. Explain how to clean the registry.
· Use Figure 20-41 to illustrate how Autoruns can find orphan registry entries left by antivirus software.
f. Explain how to clean up Internet Explorer.
· Using Figure 20-42 through Figure 20-46, explain how to make sure Internet Explorer is error-free.
6. Explain Step 5: Dig deeper to find malware processes.
a. Using Figure 20-47 through Figure 20-49, describe how to use Task Manager to search for malware processes that mask themselves as core Windows processes and elude antivirus software.
· Review the list of processes, including their purposes and paths, that can be automatically launched depending on Windows settings.

b. Using Figure 20-50, describe how to use Process Explorer.

7. Explain Step 6: Remove rootkits.
a. Introduce and define a rootkit.

b. Use Figure 20-51 to illustrate how a rootkit can run in user mode or kernel mode.

c. Discuss how antirootkit software works to remove rootkits.

d. Provide two good examples of antirootkit programs.
e. Use Figure 20-52 to illustrate the Rootkit Revealer product scanning for rootkits.
f. Emphasize that antirootkit software should be run from another networked computer.

g. Discuss what a PC technician should do if the antirootkit software detects a discrepancy that might indicate a rootkit is installed.

8. Explain Step 7: Repair boot blocks.
a. Discuss methods to deal with an infected computer that will not boot, because the boot sectors of the hard drive are infected or damaged, or BIOS code is corrupted. 

	Teaching 

Tip
	More information on the Taskkill command may be found at: http://technet.microsoft.com/en-us/library/bb491009.aspx 
 


	Teaching 

Tip
	More information on spyware may be found at: http://en.wikipedia.org/wiki/Spyware 
 


	Teaching 

Tip
	More information on rootkits may be found at: http://en.wikipedia.org/wiki/Rootkit 
 


Protect a System against Malicious Software
1. Recap methods for protecting a system (covered in more detail in Chapter 19).
· Install and run AV software. Set the software to schedule automatic scans.

· Set Windows to install updates automatically.

· Keep a software firewall up and running.

· For Windows Vista, keep the UAC box turned on.

· Educate end users so they recognize social engineering situations and know how to lock down their workstations and use other security measures.
Quick Quiz 2
1. A(n) ____________________ file is placed in a special directory and cannot be opened.
Answer: quarantined
2. True or False: Files constantly becoming corrupted may be a sign of malware.
Answer: True

3. AV software detects a known virus by looking for distinguishing characteristics called ____________________, which is why AV software cannot always detect a virus it does not know to look for.
Answer: virus signatures
4. True or False: The distinction between adware and spyware is slight.
Answer: True

5. True or False: Malware cannot hide its program files in the data storage area of the System Restore utility.
Answer: False

6. True or False: For best results when scanning for rootkits, run antirootkit software directly on the suspect computer.

Answer: False
Class Discussion Topics

1. Why should you check the registry after an AV software program successfully deletes a malicious program?
2. What is the difference between adware, spyware, and keyloggers?

Additional Projects

1. Perform research on cookies. Describe how cookies are used in your browser. Indicate whether or not cookies could be considered a form of malicious software. Explain the source of concern over cookies. Provide a response in two to three paragraphs.
2. Perform additional research on Windows Vista BitLocker Encryption. Provide a one-page report summarizing the advantages and disadvantages of the software.
Additional Resources

1. Carnegie Mellon University CERT:
http://www.cert.org 
2. What is Encrypting File System (EFS)?:
http://windows.microsoft.com/en-US/windows7/What-is-Encrypting-File-System-EFS 
3. BitLocker Drive Encryption Overview:
http://windows.microsoft.com/en-US/windows-vista/BitLocker-Drive-Encryption-Overview 
4. Antirootkit software information:

http://www.antirootkit.com/index.htm 
5. Microsoft TechNet:
http://technet.microsoft.com 
Key Terms

· administrative shares: The folders that are shared by default on a network domain that administrator accounts can access.
· anonymous users: User accounts that have not been authenticated on a computer.
· Authenticated Users group: All user accounts that have been authenticated to access the system except the Guest account. Compare to anonymous users.
· Certificate Manager (certmgr.msc) console: A Windows console used to manage digital certificates including EFS certificates. Using the console, you can install or back up a certificate.
· Everyone group: In Windows, the Authenticated Users group as well as the Guest account. When you share a file or folder on the network, Windows, by default, gives access to the Everyone group.
· hidden share: A folder whose folder name ends with a $ symbol. When you share the folder, it does not appear in the Network window or My Network Places window.
· inherited permissions: Permissions assigned by Windows that are attained from a parent object.
· local shares: Folders on a computer that are shared with others on the network by using a folder’s Properties box. Local shares are used with a workgroup and not with a domain.
· permission propagation: When Windows passes permissions from parent objects to child objects.
· quarantined computer: A computer that is suspected of infection and is not allowed to use the network, is put on a different network dedicated to quarantined computers, or is allowed to access only certain network resources.
· quarantined file: A file that is suspected of infection and is placed in a special directory and cannot be opened. The user must decide to delete the file, leave it quarantined, or release it from quarantined status.
· share permissions: Allowing access to folders to remote users on the network, including assigning varying degrees of access to specific user accounts and user groups.
· simple file sharing: Sharing folders or files with remote network users where you have no control over who has access to the shared folder or file.
· virus encyclopedias: Databases about viruses that are kept on the Internet.
· virus signatures: A set of distinguishing characteristics of a virus used by antivirus software to identify the virus.









PAGE  

